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Executive Summary 

This report presents the technology assessment portion of the State of the Art Biometrics 

Excellence Roadmap (SABER) study which was conducted over a 10 month period in 2007-

2008. The study included an extensive survey of biometric technologies, current products, 

systems, independent performance evaluations, and an overview of select research activities. The 

MITRE team was provided access to FBI laboratories where discussions with analysts and 

scientists contributed enormously to understanding the breadth of forensic biometric applications 

and how they are used. The MITRE team also had support from senior external consultants. The 

team visited representative federal, state, and local booking environments, a state detention 

facility, and saw large surveillance systems used for security and gaming. The site visits provided 

a valuable perspective on the constraints and challenges that must be considered for the FBI to 

fully realize the Next Generation Identification (NGI) system. The proposed roadmap recognizes 

FBIôs leadership in fingerprint technology as a solid foundation for expansion, and seeks a 

pragmatic course using cost-effective supporting technologies. 

The Daubert Challenge 

All commercial and government application developers seek biometric technologies that are 

accurate and cost effective. However, biometrics and other identification methods used by the FBI 

for law enforcement purposes are unique; they may be subjected to additional standards and 

scrutiny based on Daubert criteria. In the US Supreme Court case ñDaubert vs. Merrell Dow 

Pharmaceuticals (92-102), 509 U.S. 579 (1993),ò the Court suggested criteria for determining if 

scientific evidence was reliable and hence admissible: 

1. Is the evidence based on a testable theory or technique? 

2. Has the theory or technique been published and peer reviewed? 

3. For a particular technique, does it have a known error rate and standards governing 

its operational use? 

4. Is the underlying science generally accepted within a relevant community [Daubert 

vs. Merrell, 1993]? 

 

These Daubert criteria apply in all U.S. federal courts and but only in some state courts. However, 

the FBI should strive to meet the Daubert standards for biometric evidence used in all 

prosecutions. For this reason, additional scientific development is needed in biometric 

technologies and for supporting testimony from scientific experts. 

The investigative applications of biometrics are not subject to Daubert criteria; therefore, 

biometrics can be used in investigations, regardless of their scientific development. Between 

investigation and prosecution lies the area of warrants. The required scientific defensibility of 

technical methods is not always clear with warrant actions. It is prudent for the FBI to pursue 

Daubert compliance, and seek to elevate the usability of technical evidence from investigations to 

warrants and prosecutorial needs. 
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Toward partial fulfillment of MITRE support to the FBI Criminal Justice Information Systems 

(CJIS) Technology Evaluation Standards Test (TEST) unit, the State-of-the-Art Biometrics 

Excellence Roadmap (SABER) Technology Assessment document contains assessments of 

multiple biometric technologies. The biometric technologies are assessed in general terms and 

considered within the FBIôs Center of Excellence. The Technology Assessment is organized in 

large volumes. Volume I contains fingerprint, palm, vascular recognition, and standards. Volume 

II (this volume) contains face, iris, ear, and handwriter recognition, and voice modalities. Volume 

III contains DNA. Overarching recommendations for technology development are contained in 

Volume I, and more modality specific recommendations for technology gaps and FBI 

recommendations occur within each section. 

Trends and Issues 

Biometric technologies such as face, iris, voice, and handwriting recognition are maturing. If 

effectively integrated (fused), additional biometric technologies offer promise for improved 

performance and an expanded application base for searching and identity resolution. 

Recommendations and Challenges 

For Face Recognition: 

 There is no widely accepted common training and minimum proficiency for 

human surveillance operators who also perform identification. The FBI should 

develop and provide common training material for human face examiners to fill 

this need (preliminary initiative in this area is currently underway from Forensic 

Audio Visual Image Analysis Unit (FAVIAU) ).  

 Provide a more quantified understanding of facial landmarks and dermal 

characteristics as they appear over time and through different media. 

 The inconsistent face image quality from mug shot environments performs well 

below the current NIST evaluation results on idealized, high quality images. 

Where ever possible, the FBI should require the minimal adoption of Subject 

Acquisition Profile 40 and encourage continued progress toward profiles 50/51 

(refer to the June 2008 MITRE report Certified Product List (CPL) Way Ahead 

for additional details). 

 Face recognition depends on successful face segmentation (or face detection), 

which is known to suffer performance degradation due to imaging and orientation 

factors. The FBI should evaluate the use of research tools for face detection 

against relevant media to include video sources, uncontrolled images, mug shots, 

and civil identification photos. As there currently is no known evaluation dataset 

for face detection performance, the FBI should consider developing a ñchallenge 

datasetò that represents their face detection and forensic (quality) needs in 

partnership with appropriate existing research programs such as the Intelligence 

Advanced Research Projects Activity (IARPA). 
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 Methods and techniques for searching database with sketches and composite 

images constructed by forensic artists or computer generated composite. 

 

For Iris Recognition: 

 Before future NGI integration of iris technology, the FBI should explore the use of iris 

recognition within smaller, controlled pilot programs. Examples of possible uses include: 

 Training programs to familiarize examination and analysis community 

 Prisoner registration and visitor identification 

 Registered sex offenders and probation cases 

 Mobile ID and counter gang policing 

 In support of science and technology, the following recommendations speak to Daubert 

related issues: 

 Recommend that the FBI begin a multi-year, multi-spectral data collection effort on a 

small number of long-term (10 year) volunteers (~100) to determine the stability of 

the iris pattern at different wavelengths over time. 

 Recommend that the FBI invest in research on iris recognition from both low and high 

resolution visible-wavelength color imagery obtained through common photographic 

methods. 

 Recommend that the FBI begin a program for developing, documenting, and testing 

methodologies for human-aided recognition of irises that will lead to Daubert-

admissible testimony to support the results of automated iris comparison systems and 

high resolution photography. 

 Recommend intra-governmental cooperation (e.g., with Department of Homeland 

Security Science and Technology (DHS S&T) and IARPA) in developing and 

testing iris recognition systems capable of operating at distances of many meters 

with walking data subjects. The same technology that enables robust collection 

also will improve acquisition time and usability for semi-cooperative subjects in 

controlled application environments. 

 

For Ear Recognition: 

 Recommend that the FBI start a data collection effort for a diversity of ear prints and 

ear images, the latter over multiple angles and illumination conditions to support 

research into distinctiveness and stability. 
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 Recommend that the FBI begin a research effort into describing and quantifying 

individual ear features, with supporting statistical metrics developed across a variety 

of ear images, toward the goal of Daubert admissibility. 

 Recommend that, upon advancement of the above tasks, the FBI develop a training 

and testing program for forensic ear and ear print examiners as a component to 

augment forensic face recognition. 

 

For Speaker Identification: 

 Direct funding to National Institute for Science and Technology Information Access 

Division (NIST IAD) for broadening Speaker Recognition Evaluation (SRE) to 

include test protocols of operational interest to the FBI. 

 Direct funding to Linguistic Data Consortium (LDC) to establish test and 

development databases supporting forensic applications of speaker recognition 

technology. 

 Fund industrial and academic groups already actively involved in the NIST SRE to 

continue their involvement. Such groups have been working without U.S. 

government funding, but cannot be expected to increase their output or performance 

without some level of government or commercial support. 

 Create robust data collection protocols and ñbest practicesò involving both telephone 

and office environment speech aimed at lowering error rates.  

 Leverage the relevant international work to support scientific acceptance of forensic 

speaker recognition technologies, such as that by the Forensic Science Service, the 

University of Lausanne, and the Netherland Forensic Institute. 

 Develop a plan for integrating speaker data with other modalities. 

 Develop rapid hardware/software systems for ñreal timeò processing of speech data 
against a large number of recognized target speakers. Commodity hardware such as 

GPUs or multi-core processors hold promise for making high performance processing 

cost effective. 

 Develop additional ñchain of custodyò protocols and standards applicable to speech 
data collected by a variety of agencies, most outside the FBI. 

 Develop forensically acceptable pre-processing algorithms for enhancing speech data, 

including robust activity detection and noise suppression. 

 Work with the DoD, DHS and other agencies with a mission of combating terrorism 

to develop policies and procedures for implementing data collection protocols for 

speaker identification. 

 Develop in-house capability for expert testimony at trial regarding the results of 

speaker recognition technologies. 
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 Begin a series of workshops with relevant stakeholders (DoD, DHS, DNI, NIST, 

NSA, LDC, and foreign allies) to outline a specific path forward and develop a 

timeline and a budget for this work. 

 

For Handwriter Recognition: 

0 to 2 Years 

 Baseline handwriter recognition performance for questioned documents by 

conducting comparative analysis between systems; fund and leverage the experience 

of NIST for evaluating recognition performance of handwriter recognition as well as 

the underlying feature extraction processes.  

 Propose standard feature representations derived from leading research and current 

prototype systems, and advance these through NIST. 

 Collect progressively larger known test sets for training, development, and testing of 

existing and future systems. 

 Request case feedback to better establish ground truth and performance metrics 

(human and automated). 

 Refine support tools for human visualization, mark up, and verification of features. 

 

2 to 5 Years 

 Integrate writer recognition with character, text, and language recognition. 

 As non-handwritten communications become more prevalent, such as blogging, text 

messaging and emails, there is a growing need to identify writers not by their written 

script, but by analysis of the typed content. Currently, there are some studies in the 

area of writerôs colloquial analysis that may lead to the emerging technology of writer 

identification in the ñblogosphere.ò These technologies could possibly create a profile 

and even identify a writerôs identity. Similar to colloquial speech analysis, studies 

have shown that bloggers and chatters use a colloquial form of writing instead of a 

standard form when blogging, chatting, or text messaging. Recommend investment in 

scientifically-based text-independent e-mail and blog writer identification and 

document linking. 

 

5 to 10 Years 

Consider, for investigative use, integrating automated services in Next Generation 

IAFIS for handwriter recognition. An initial form of integration could be the cross 

referencing of confirmed samples (solved questioned documents) to their 

corresponding criminal files. 

 

Recommendations for technology development partnerships for consideration by the FBI occur in 

separate documents from The MITRE Corporation. An assessment and recommendations for 
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renewed commitment to the Certified Product List occur in the Certified Product List Way Ahead 

report. 
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1 Face Recognition 

1.1 Introduction and Background 

Early work on automated and semi-automated face recognition methods during the 1960s used the 

geometrical relationships between facial landmarks, such as eyes, tip of nose, and corners of the 

mouth as metrics for recognition [Bledsoe, 1966]. Finding these landmarks in a precise and 

consistent way across variation in pose, illumination, and facial expression remains an intractable 

problem. By the late 1980s, this approach was abandoned for general image processing 

approaches unspecific to facial recognition. Under U.S. government funding, Sirovich and Kirby 

[Sirovich, 1987] developed an image decomposition method based on Principal Component 

Analysis (PCA), a general mathematical method known since the early 20
th
 century. This method 

required only the manual positioning of the eyes. By 1993, these semi-automated methods were 

becoming robust enough for the Army Research Laboratory to begin a testing program. 

In 1996, Penev and Atick [Penev, 1996] modified the PCA method, using ñlocal featuresò as 

opposed to the ñglobal featuresò of the earlier work. Figure 1-1 shows ñlocalò and ñglobal 

features,ò with the ñlocal featuresò in the middle row. The ñglobalò features have non-zero (non-

gray areas in the image) values over all of the face area. The ñlocalò features have non-zero (non-

gray) values only over localized parts of the face. 

 

Figure 1-1. Local and Global Face Image Features
1
 

The ñlocalò and ñglobalò methods find the combination of ñfeaturesò shown above that add up to 

any input face. Any face can be approximated by some weighted combination of these features; 

the particular weightings becoming the code that represents the face with respect to this set of 

features. The methods of ñdecomposingò a face image into component ñfeaturesò dominated 

automated facial recognition into the first decade of the 21
st
 century. By the early 2000s, all 

                                                 
1
 Published with permission by J. Ross Beverage, Colorado State University. 



1-2 

aspects of the methods, even locating the eyes, were automated. No manual marking of the face 

images was required. 

By 2005, however, a new technique was gaining popularity in commercial applications, based on 

performance results in U.S. government-conducted tests [Phillips, 2000, 2006]. This technique, 

ñElastic Bunch Graph Matchingò (EBGM), was based on work funded by the Office of Naval 

Research (ONR) [Wiskott, et al, 1997]. Rather than attempting to decompose each face into 

ñglobalò or ñlocalò features, the EBGM method placed small blocks of numbers (ñfiltersò) over 

small areas of the image, multiplying and adding the blocks with the pixel values to produce 

numbers (i.e., ñjetsò) at various locations on the image. Those locations could be adjusted to 

accommodate minor changes in pose angle and facial expression. Figure 1-2a and Figure 1-2b 

show these jets, and the jets placed on a rectangular graph or grid. 

Recently, the trend has been to place those filters around identifiable landmarks on the face, such 

as eyes, nose, and mouth corners. Although it is not possible to precisely find those landmarks, 

they can be found close enough so that the filters can be placed near them. Figure 1-2c shows how 

the grid holding the filters can be placed near landmarks on the face. This new technique has 

greatly enhanced facial recognition performance under variations of pose, angle, and expression. 

New techniques for illumination normalization are also being used on the images prior to 

application of the filters.  

 

 a  b   c 

Figure 1-2. Elastic Bunch Graph Matching
2
  

Recognizing faces in general uncontrolled images, including complicated scenes, requires 

ñsegmentationòïdetecting the presence and location of faces and separating them from the 

background or non face regions. Most approaches for segmenting still images use ñcolor and 

                                                 
2
 Published with permission of L. Wiscott. 
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shapeò methods. Here, color imagery is required. Human skin seems varied in color, but when 

considered in the context of all possible occurring colors in a scene, naturally-toned faces are 

limited in their coloration. Consider a color picture of a human face, where each pixel is some 

combination of red, green, and blue. If we graph each pixel in a 3-D coordinate system with red 

on the ñx axis,ò green on the ñy-axis,ò and blue on the ñz-axis,ò the color of the pixel places it 

somewhere in this graph. Pixels of natural human skin colors fall into a limited region within the 

total color space if imaged under natural illumination conditions. For example, no facial pixel can 

be purely on the red, green, or blue axes. If many pixels neighboring each other in an image all 

have a round shape and fall within the permissible area of the ñskincolor space,ò and near the 

center of those pixels we find two horizontally related areas resembling eyes, we can conclude 

that this group of pixels may represent a face. Those pixels can be segmented away from the rest 

of the image to separate the face from the background. 

Under funding from the U.S. government (ONR, Technical Support Working Group [TSWG], 

and the Intelligence Community [IC]), face segmentation algorithms have improved significantly 

over the last few years, but errors can still occur. If background colors are too similar to skin 

tones, or eyes cannot be found, or the lighting is stark or of an unnatural color, the system can fail 

to find faces in the image. Face-like objects also can be incorrectly segmented to be faces. With 

video sources, motion information also can be considered from frame-to-frame to improve face 

detection performance. 

1.2 Face Detection 

Although face recognition is pre-conditional on the performance of face detection, there have been 

only limited organized, government research projects and evaluations that isolate the face 

detection problem. Within the past few years, face detection capabilities have been introduced in 

commercial cameras from several leading manufactures. MITRE recommends that the FBI 

consider organizing a ñface detection challenge,ò which would include a carefully organized 

data collection effort. The desired outcome would be to better understand the performance and 

limitations of face detection across various media from still and video sources; robust face 

detection systems are those that perform well and are invariant to illumination, orientation, and 

camera distance. A second potential outcome would be to encourage providers to make face 

detection available as a utility that is independent to face recognition, such as face quality 

assessment for collection scenarios or unattended capture requirements. 

1.3 Performance and System Evaluations 

Face recognition systems have advanced considerably over the past decade. There are several 

products from leading vendors that have reached a level of maturity suitable for use on portrait 

type images commonly used for identification card programs and travel documents. As reported 

in the Face Recognition Vendor Tests (FRVT) and subsequent National Institute of Standards and 

Technology (NIST) Face Recognition Grand Challenge (FRGC), systems are now capable of 

achieving fully automated recognition rates in the high 90th percentile at a false accept rate of 

.001 on high resolution, high quality data and within certain constrained environments. 
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Figure 1-3. Reduction in Error Rates in FRVT [Phillips, et al, 2007] 

In real-world applications scenarios, face recognition still encounters difficulties performing 

consistently in the presence of limited image resolution or large variations in pose, illumination, 

facial expression, time delay (aging), and possible occlusions. In other studies where similar face 

recognition technology has been evaluated against images of lower resolution or quality, 

automated facial recognition performance has been less operationally acceptable. 

1.4 Human Recognition and Automated Recognition 

Automated techniques currently do not utilize the methods of human forensic examiners. For 

example, moles, scars, and blemishes that humans may use as a basis for exclusions are largely 

ignored by automated techniques. The forensic face recognition community requires more 

consistent training material and research to quantify how distinctive and permanent these features 

really are. Preliminary forensic face recognition course material is being developed by the FBI at 

the Forensic Audio, Video and Image Analysis Unit (FAVIAU ) which is within the Operational 

Technology Division (OTD) Digital Evidence Section (DES). This course material represents a 

positive step toward articulating how to advance the practice and supporting science. Details of 

this work have been published by Dr. Nicole Spaun in the proceedings of the IEEE Biometric 

Theory, Applications, and Systems 2007, Forensic Biometrics from Images and video at the 

Federal Bureau of Investigation. 

1.5 Face Standards 

Unlike other image-based biometric modalities that have specialized sensors, face recognition 

relies on ñall purposeò commercial cameras. While the resolution and imaging capabilities of 

commercial cameras are sufficient for many face recognition applications, the variance in quality 

is due not only to the camera, but also the acquisition environment. The relevant international 

standard is ISO/IEC 19794-5: 2005, ñInformation technologyïBiometric data interchange 

formatsïPart 5: Face image data.ò This standard was developed to support requirements of the 
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International Civil Aviation Organization (ICAO) for images to be placed on electronic passports 

with limited storage capacity. It should not be seen as replacing the mug shot and facial image 

standards in ANSI/NIST ITL 1-2000/2006 ñBest Practice Recommendation for the Capture of 

Mugshots,ò Version 2.0, September 23, 1997.  

Additional discussion on the ISO/IEC 19794-5 standard and how it pertains to law enforcement 

applications is contained in the June 2008 MITRE report, Certified Product List Way Ahead, also 

part of SABER. 

1.6 3-D Face Recognition 

Since 2002, with help from government investments, 3-D face and hybrid 2-D to 3-D techniques 

have demonstrated modest promise toward improving the robustness and utility of face 

recognition in less constrained environments. The general approach stems from 3-D computer 

graphics techniques pioneered in the 90s to render (or reconstruct) images based on changing the 

orientation and illumination conditions. Blanz and Vetter applied these techniques to the face 

recognition problem to compensate for some of the pose and illumination effects [Blanz and 

Vetter, 2003]. A sufficiently detailed 3-D face model can be used to compensate for pose, 

illumination and expression ï factors that degrade classic 2-D methods. 3-D models can also be 

used to generate large sets of reference images for each subject that include anticipated variances; 

thus boosting recognition óperformance.ô Recent NIST studies have shown that 3-D methods can 

augment, but not replace, 2-D facial recognition, as 3-D facial recognition requires the presence of 

standard 2-D ñtextureò images to work effectively. Consequently, the addition of 3-D processing 

methods and the use of 3-D sensors adds cost and complexity to standard 2-D facial recognition 

techniques.  

Face data can be stored in 2-D, 3-D, or a combination of both formats. Pure 3-D data is shape only 

and can be represented with points, meshes, or range images. Normally, both shape and texture is 

concurrently imaged and the 2-D image is applied or ñtexturedò onto the 3-D surface by virtue of 

sensor registration. With alignment of common landmarks, the 2-D and 3-D components can be 

manipulated in a coherent fashion. 
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Figure 1-4. 2-D and 3-D Representations [from Chang, 2004] 

1.7 3-D Face Acquisition 

Currently, there are four technologies available for acquiring 3-D face data: 

 Stereo imaging 

 Structured light sensor 

 Laser sensors (e.g., Lidar) 

 Hybrid techniques. 

 

Stereo imaging is the process in which two cameras are mounted with known fixed distance 

between them (parallax). The distance is used with machine vision techniques to triangulate data 

on the image planes and estimate range information for each pixel. Stereo graphics have been 

used in other disciplines and are a reasonable means for approximating depth information. These 

techniques are hard to sustain at high frame rates and accuracy can fluctuate depending on the 

distance of the subject to the camera and other environmental factors. An example of a 

commercial product using this technique is Geometrixôs ALIVEôs FaceVision 200 series system.
3
 

Note ï There is potential to use multiple uncontrolled still (or video) images to generate 3-D 

models, while not ñstereoò per se, it involves the same process, using a profile and front view to 

create a 3-D view. 

Structured light techniques use a camera and light projector that projects a known ñstructuredò 

pattern onto the face target. The resulting distortion of the light pattern is used to compute depth 

information while it concurrently images 2-D texture information. An example of a commercial 

product using this technique is the Konica Minolta Vivid system. This was the system used by 

University of Notre Dame for the 3-D data collections for NISTôs FRGC. 

                                                 
3
 Geometrix, an ALIVE Tech Corporation, www.geometrix.com 
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Laser scanners are theoretically the most accurate, but also the most expensive modality with 

potentially the slowest scan rates. Depending on the product and its intended purpose, the 

scanning process may take up to 30 seconds to produce 3-D point data. While this is appropriate 

for site surveys and scanning inanimate objects, it is not practical for scanning live, moving faces. 

Some 3-D Lidar sensors have demonstrated improvements in this area, but remain mostly as 

research prototypes and not commercial products. 

Hybrid techniques combine one or more of the above methods. For example, the 3-DMD ñ3-

DMDfaceò system
4
 is a commercial product that combines stereo graphics and structured lighting. 

According to the vendor, this sensor captures a full face image from ear to ear and under the chin 

in 1.5 milliseconds with geometric distortion less than 0.15 mm. 

1.8 Technology Gaps and Challenges 

FBI has many applications for face recognition involving a variety of video and still image 

sources, such as closed circuit television surveillance, broadcast video, mug shots, identification 

cards, badges, yearbooks, and personal òsnapshots.ò Some of the major challenges and related 

recommendations are presented below. 

 There is no widely accepted common training and minimum proficiency for 

human surveillance operators who also perform identification. FBI should 

develop and provide common training material for human face examiners to fill 

this need (preliminary initiative in this area is currently underway from 

FAVIAU).  

 Provide a more quantified understanding of facial landmarks and dermal 

characteristics as they appear over time and through different media. 

 The inconsistent face image quality from mug shot environments performs well 

below the current NIST evaluation results on idealized, high quality images. 

Where ever possible, FBI should require the minimal adoption of Subject 

Acquisition Profile 40 and encourage continued progress toward profiles 50/51 

(refer to the June 2008 MITRE report Certified Product List [CPL] Way Ahead 

for additional details). 

 Face recognition depends on successful face segmentation (or face detection), 

which is known to suffer performance degradation due to imaging and orientation 

factors. FBI should evaluate the use of research tools for face detection against 

relevant media to include video sources, uncontrolled images, mug shots, and 

civil identification photos. As there currently is no known evaluation dataset for 

face detection performance, the FBI should consider developing a ñchallenge 

                                                 
4
 3-DMD, a 3Q company, 3-DMDfaceÊ System, http://www.3-Dmd.com/Products/3-DSystems.asp 
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datasetò that represents their face detection and forensic (quality) needs in 

partnership with appropriate existing research programs such as IARPA. 

 Develop methods and techniques for searching a database with sketches and 

composite images constructed by forensic artists or computer generated 

composite. 
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2 Iris Recognition 

2.1 Background 

Alfonse Bertillion understood in the 1880s that individuals could be recognized based on their iris 

images, specifically the distinctive patterns and textures in the irises created by various structures, 

known in the modern ophthalmologic literature as crypts, furrows, frills, ridges, ligaments, 

freckles, coronas, and collarettes (Figure 2-1).
5
 The iris is the only internal organ that can be seen 

outside the body. Human irises carry a stable information density of more than 3.2 measurable bits 

per mm
2
.
6
 It is widely held, although not scientifically established, that after youth, the irisô 

patterns do not change over an individualôs lifetime. Further, it is commonly believed that iris 

texture patterns are different for each person and for each eye of the same person.
7
 If these 

assumptions are true, irises would be ideal for biometric identification. 

 

Figure 2-1. Structures of the Iris 

Iris recognition realizes some of the advantages of fingerprint and facial recognition, while 

simultaneously minimizing some of their disadvantages. For example, fingerprint recognition is 

known for its low error rates; however an individual is typically required to place his or her finger 

on a sensor to be recognized. Physical contact is required. The error rates for current facial 

recognition technologies are typically higher than for fingerprint technologies. However, facial 

recognition is often preferred because its operation is non-contact. Iris recognition combines the 

low error rates of fingerprinting and the non-contact operation of facial recognition and, as such, 

may prove valuable for many criminal justice applications.  

                                                 
5
 Image from http://www.rdecom.army.mil/rdemagazine/200305/index.htm. (accessed September 1, 2007). 

6
 Bakk. Medien-Inf. Tilo Burghardt, ñInside Iris Recognition,ò Master Course in Global Computing and 

Multimedia, University of Bristol, November 2002, p. 1, 

http://www.cs.bris.ac.uk/home/burghard/SecurityReport.pdf (accessed May 25, 2008). 
7
 http://www.cl.cam.ac.uk/~jgd1000/genetics.html (accessed May 26, 2008). 

http://www.rdecom.army.mil/rdemagazine/200305/index.htm
http://www.cs.bris.ac.uk/home/burghard/SecurityReport.pdf
http://www.cl.cam.ac.uk/~jgd1000/genetics.html
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One constraint of iris recognition is that a modicum of cooperation is required on the part of the 

individual user: the userôs eyes must be open and facing in the direction of the camera. Facial 

images can be collected covertly from uncooperative users and matched even when the eyes are 

closed (though the user still must be facing in the direction of the camera). An uncooperative 

userôs finger can be placed on a fingerprint sensor via brute force. However, it is difficult to force 

an uncooperative user to open their eyes. As such, iris recognition may be most applicable to user 

groups that are either cooperative or unaware that the technology is being employed. 

 

 

Figure 2-2 Grayscale Image and Texture of Iris 

Most currently deployed automated methods for iris recognition systems are based on algorithms 

and methods developed by Professor John Daugman at the University of Cambridge. Daugmanôs 

method, originally patented by Iridian in the early 1990s, is the basis for many practical and 

effective applications. Iridian was purchased and merged into L-1 Identity Solutions in 2006, the 

same year the original patent expired. However, the strength of that patent had hampered 

multiple-vendor competition.  

Other groups have conducted significant development over the last few years and second wave of 

iris capture devices and recognition software is emerging (see tables 2-3 and 2-4). Recent 

advances for acquiring iris images has extended use of iris from being predominantly access 

control to a variety of other applications, and several significant technology evaluations have been 

conducted within the past five years. 

Most commercial iris recognition products identify individuals using images of iris patterns 

captured in the near-infrared (NIR) portion of the optical spectrum. NIR illumination is used for 

several reasons. First, ambient visible light can be filtered from the images to prevent undesirable 

environmental reflections in the iris image. The orientation of NIR light sources in iris recognition 

cameras is well-controlled to inhibit undesirable NIR reflections in the iris images. In addition, 

NIR light is not intrusive to the human eye. Most people cannot see NIR light. Finally, the iris 

texture of darker irises is more fully revealed with NIR illumination. Melanin pigment, which is 

present in larger amounts in dark eyes, absorbs much of the light in the visible spectrum, but 
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reflects much of the light in the NIR portion of the spectrum. As such, NIR iris images are almost 

always used for iris recognition purposes.  

In the NIR, the visible ñcolorò of the iris is not observed, and a monochromatic grayscale 

representation of the iris is used (Figure 2-2). Current iris recognition cameras photograph irises at 

object distances from several inches to several meters in front of the eye. Typical iris recognition 

cameras for access control yield a 640x480 image of the eye, where the diameter of the iris is 

approximately 180 to 200 pixels.  

 

 

Figure 2-3. Schematic of Iris Recognition Operation 

The basic operation of an iris recognition system follows four general steps: data acquisition, iris 

segmentation, texture encoding, and matching. The data acquisition process is illustrated 

schematically in Figure 2-3. Light from an NIR illumination source, such as NIR light emitting 

diodes (LEDs) or a flash lamp, is reflected off the individualôs iris, and an NIR image of the iris is 

collected with a camera. The goal of data acquisition is to obtain a high-quality image that can 

readily be used for iris recognition purposes.  

The iris image is then transferred to a computer where a segmentation process locates the pupil 

and iris centers, radii, and boundary regions interior to the white of the eye (sclera) and the 

eyelids. The goal of iris segmentation is to isolate the iris region in the image. Segmentation 

locates the pupillary boundary between the pupil and iris, and the limbic boundary between the 

iris and the sclera; these boundaries are not concentric. Early systems modeled these boundaries as 

circles; current state-of-the art systems are modeling the boundaries as ellipses. The segmentation 

process is illustrated by the white outlines around the iris in Figure 2-4. 
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Figure 2-4. Eye Image with the I ris Area Segmented.
8
  

The segmentation step is one of the more challenging and crucial steps of the iris recognition 

process. If an iris is segmented incorrectly, it is difficult, if not impossible, to correctly match that 

iris in future recognition attempts. Segmentation is difficult because the influence of various 

features in the image that occlude the iris (e.g., eyelids, eyelashes, specular reflections, and 

shadows) vary widely, and sometimes drastically, over the diverse human population, over 

different data acquisition environments, and between different camera systems. Segmentation 

algorithms must be sophisticated enough to take these differences into account and accurately 

locate the iris regardless. In addition, different camera systems utilize different illumination and 

detection spectral (wavelength) bandwidths, which can influence contrast between the pupil, iris, 

sclera, eyelashes, eyelids, and reflections, making iris segmentation more challenging. A 

significant amount of intellectual property is invested in iris recognition segmentation algorithms. 

After segmentation, the texture encoding step converts the iris pattern into a bit vector code, 

typically by applying a filter. A variety of filters have been used to encode iris texture 

information.
9
 Professor Daugman uses a Gabor (log) filter. In Professor Daugmanôs approach, the 

segmented iris region is normalized and converted from Cartesian coordinates into polar 

coordinates. Multiple 2-D Gabor filters are applied to the image to encode it into a of 256-byte 

binary code known as an ñiriscode.ò Specifically, the normalized image is divided into a grid of 

regions. The dot product is computed between complex Gabor filter and each region over which 

the filter is placed, and the phase angle of the resulting complex dot product is then quantized to 

two bits. The resulting two bits are assigned to that region. The results for each region are then 

assembled to create the 2048-bit iriscode. In this fashion, using multiple Gabor filters of different 

sizes, the texture of the iris is encoded in terms of wavelet phase information spanning several 

                                                 
8
 The iris code of 0s and 1s is depicted in the upper left corner with 1 indicated by white and 0 by black. 

9
 For a list of filters that have been applied to iris recognition and their associated references in the open 

literature, refer to Table 2.1 in Xiaomei Liuôs PhD dissertation, ñOptimizations in Iris Recognition,ò Notre 

Dame, 2006 (accessed May 26, 2008). 

Iriscode 
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scales of analysis.
10

 The resulting code cannot be directly interpreted in terms of the iris structures, 

but rather a mathematical abstraction of the iris image. Interestingly, the amplitude of the resulting 

complex dot product (the ñrealò part of the complex result) is not used. As such, Daugmanôs 

approach is fairly tolerant to amplitude variations in the image (brightness and contrast).  

Regardless of which filter and encoding approach is used, the goal of the encoding step is to 

obtain a representation of the iris texture pattern that can be subsequently used to compare irises. 

For example, the iriscode illustrated in Figure 2-4 is essentially a non-invertible digital 

representation of the iris texture in Figure 2-2 impacted by the iris features illustrated in Figure 

2-1.  

Two irises can be compared by finding the distance, or more commonly the Hamming Distance 

(HD), between the iriscodes. A Hamming Distance is the count of the number of bits that are 

different between two vectors of 0s and 1s that are of equal length. A ñnormalizedò Hamming 

Distance divides this count by the total number of bits compared, and therefore will be a measure 

between 0 and 1. Unusable bits, such as those that are masked in the segmentation process due to 

obscuration (e.g. by reflections, eyelashes),., are ignored when computing the distance between 

two iriscodes resulting in an adjusted HD based on the fraction of valid bits compared . The 

adjusted HD (referred to as HD in the discussion below) is then compared to an application-

dependent threshold (typically 0.32, but usually adjusted in operational systems to meet the 

competing error rate requirements of the system management) to determine if  the irises match. An 

HD of 0.32 means that when two iriscodes are compared, 32 percent of the bits disagree. As such, 

a lower HD indicates that the templates are more similar, and a higher HD indicates that the 

templates are less similar. In other words, lower HD scores indicate better matching performance 

for Daugman-based algorithms.
10

 

Daugmanôs approach to iris recognition possesses several key advantages. First, computing bit 

differences between two iriscodes is very fast. Second, it is easy to handle rotation of the iris; one 

iriscode is simply shifted relative to the other, and the two codes compared again. Finally, 

matching results can be interpreted using a statistical test of independence.
11

 Many other 

approaches have been proposed, however the Daugman approach remains the most popular. Most 

commercial iris recognition systems utilize Professor Daugmanôs algorithms. 

                                                 
10

 For a detailed technical description of Professor Daugmanôs segmentation, Iriscode generation, and matching 

algorithms, refer to ñHow Iris Recognition Works,ò John Daugman, PhD, OBE, 

http://www.CL.cam.ac.uk/users/jgd1000/csvt.pdf (accessed September 1, 2007). 
11

 J. Daugman, ñHigh confidence visual recognition of persons by a test of statistical independence,ò IEEE 

Transactions on Pattern Analysis and Machine Intelligence 15(11), pp.1148ï1161 (1993).  

http://www.cl.cam.ac.uk/users/jgd1000/csvt.pdf
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2.2 State of the Industry 

The current generation of commercial iris recognition products is designed for a variety of 

operational scenarios. For example, some iris recognition systems use single-eye cameras and 

other systems use dual-eye cameras. For single-eye cameras, the left and right eyes are presented 

to the camera separately (the camera optics collect only one iris image per user presentation). For 

dual-eye systems, the left and right eyes are presented to the camera simultaneously (the camera 

optics collect both left and right iris images during one user presentation).  

In addition, different levels of user participation (predominantly active or predominantly passive) 

are required to interact with different systems. Most iris recognition systems require the user to 

look directly into the center of the camera (on-axis presentation) from within a zone known as the 

collection volume. The size and location of this collection volume depends upon the design 

specifications for the camera. In many cases, the user is responsible for placing themselves within 

this collection volume, which may be small or large. Often the camera will provide visual or 

auditory cues to help the user find the appropriate location. In some cases, the user must 

purposefully align their eyes in the camera; mirrors are often employed to help the user provide an 

on-axis presentation (active user effort). In other cases, the user need only look in a specified 

direction once they are located within the collection volume (nominal user effort). For some 

systems, the user looks straight ahead and a trained operator aligns the camera (minimal user 

effort) to obtain an on-axis presentation. 

 

Table 2-1. Types of Iris Recognition Camera Products 

Type 
Collection 

Volume 
User Effort Eye Configuration 

Access Control Moderate 

Active 

User places eyes in 

appropriate location 

Typically Dual-Eye, 

some models Single-

Eye  

Single-Eye 

Handheld 
Small 

Minimal 

Operator aligns camera 

with userôs eye 

Single-Eye 

Dual-Eye 

Visor 
Small 

Active 

User aligns visor with 

eyes 

Dual-Eye 

Stand Off Large 

Nominal 

User looks toward 

camera 

Dual-Eye, some with 

combined face 
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2.3 Growth and Markets 

2.3.1 Brief History  

The use of the iris to identify people was first proposed by French criminologist Alphonse 

Bertillon in 1885.
12 

He developed a system to classify the pigment and arrangement of the aureole 

around the pupil and of the periphery of the iris.
13

 The field of iris recognition was furthered in the 

1930s when ophthalmologists observed that each iris had a detailed and unique structure that 

remained unchanged over decades. Ophthalmologist Frank Burch proposed using iris patterns for 

human identification in 1936.
14 

The idea was also conveyed in the 1983 James Bond movie 

ñNever Say Never Again.ò In 1986, ophthalmologists Aran Safir and Leonard Flom patented the 

concept of iris recognition.
15 

In 1989, they asked Professor John Daugman, who was at Harvard 

University at the time, to develop recognition algorithms based on the iris. Professor Daugmanôs 

original work, which combines computer vision, wavelet theory, and statistical pattern 

recognition, was published in 1993.
16 

Professor Daugman further patented his work in U.S., 

European, and international patents in 1994 and 1995. A competing approach was patented by 

Sarnoff Laboratory in 1996. 

A company called IriScan was the Assignee for the Flom and Safir concept patent, and both the 

Daugman and Sarnoff implementation patents. IriScan successfully commercialized Professor 

Daugmanôs algorithms through partnerships with several device integrators, with the first 

commercial products becoming available in 1995. With protection afforded by the concept patent 

and interoperability assured by the Daugman patent, iris recognition systems were broadly 

deployed without the competition and testing that was common for facial and fingerprint 

biometric modalities. Even today, most existing commercial iris recognition technology is based 

on Daugmanôs work.  

Patent issues have historically characterized the iris recognition sector.
17

 IriScan merged with 

Sensar in 2000, and changed its name to Iridian Technologies. Iridian owned and was very 

                                                 
12

 A. Bertillon, ñLa couleur de lôiris,ò Revue scientifique, 36, p.65 (1885). http://www.authenti-

corp.com/resources/Bertillon_Couleur_de_L'Iris.pdf (in French) (accessed March 5, 2008). 
13

 http://chnm.gmu.edu/courses/magic/plot/bertillon.html (accessed March 5, 2008). 
14

 National Center for State Courts of the United States of America, The Court Technology Laboratory 

http://ctl.ncsc.dni.us/biomet%20web/BMIris.htmlhttp://www.cs.bris.ac.uk/home/burghard/SecurityR

eport.pdf (accessed March 3, 2008). 
15

 L. Flom and A. Safir, U.S. Patent No. 4641349 (1986), International patent WO8605018A1 (1986). 
16

 John G. Daugman, ñHigh confidence visual recognition of persons by a test of statistical independence,ò 

IEEE Transactions on Pattern Analysis and Machine Intelligence, 15 (1993) 

http://www.cl.cam.ac.uk/~jgd1000/PAMI93.pdf (accessed March 3, 2008). 
17

 See http://www.iris-recognition.org/ for a complete list of iris recognition software and hardware patents 

through March 2002. 

http://www.authenti-corp.com/resources/Bertillon_Couleur_de_L'Iris.pdf
http://www.authenti-corp.com/resources/Bertillon_Couleur_de_L'Iris.pdf
http://chnm.gmu.edu/courses/magic/plot/bertillon.html
http://ctl.ncsc.dni.us/biomet%20web/BMIris.html
http://ctl.ncsc.dni.us/biomet%20web/BMIris.html
http://ctl.ncsc.dni.us/biomet%20web/BMIris.html
http://www.cl.cam.ac.uk/~jgd1000/PAMI93.pdf
http://www.iris-recognition.org/
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protective of the Flom and Safir concept patent, which made it difficult for alternative solution 

providers to enter the iris recognition market. For example, Iridian filed legal suits against a small 

South Korean company, IriTech, over patent disputes in 2002. The cases were resolved in 2004. 

Iridian dropped LG Electronics from its list of licensees in 2004, due to licensing agreement 

disputes. Iridian officials assailed a small UK company, Smart Sensors, when Smart Sensors 

announced their alternative iris recognition algorithms in 2004. These and other similar legal 

disputes allowed Iridian to be the governing iris recognition technology provider, and all dominant 

providers of the technology relied on the patented, intellectual property from a single vendor. As a 

result, the iris recognition competitive market was stifled for many years.  

The key Flom and Safir concept patent expired in the U.S. in February 2005 and opened the doors 

to other implementations. L1 Identity Solutions acquired Iridian Technologies in 2006 and 

assumed patent rights to the Daugman algorithms. LG Electronics and Iridian (L-1) resolved their 

licensing and intellectual property dispute in May 2008. The market is starting to show signs of 

healthy competition, which is no longer limited to integrators who license technology from Iridian 

(L-1). As a result, a variety of alternative iris recognition algorithms and a wide variety of camera 

systems are now available. The patent on Daugmanôs specific implementation of iris recognition 

expires in 2011. 

2.3.2 High-Profile Implementations 

A variety of successful, high-visibility implementations of iris recognition have demonstrated the 

effectiveness of the technology. Several are described below. 

2.3.2.1 UK IRIS  

The UK Iris Recognition Immigration System (IRIS) went live at London Heathrow Airport in 

2005 and has since become operational at Manchester, Birmingham, and Gatwick airports. 

Specialized IRIS enrollment offices are in place at each of those airports. Those wishing to use the 

system must register in advance by presenting their passport and having images of their irises 

taken. Incoming passengers make no claim of identity as they enter the IRIS kiosk (Figure 2-5)
18

. 

Passengers look into a camera, which images both of their irises. If a search of those irises against 

the iris database of all enrolled travelers reveals very similar irises, the passenger is assumed to be 

that enrollee. An immigration receipt is printed with the name of the ñidentifiedò traveler as listed 

in the database and the border crossing is recorded. As of this writing, there are over 100,000 

people enrolled in UK IRIS and about 12,000 transactions per week. Each transaction requires 

that the submitted iris images be searched against those in the entire database, so there are on the 

order of one billion comparisons per week. Most of those comparisons are to enrolled irises not 

matching the data subject, so there are approximately one billion opportunities per week for a 

                                                 
18

 http://newsimg.bbc.co.uk/media/images/41556000/jpg/_41556080_iris203.jpg  

http://newsimg.bbc.co.uk/media/images/41556000/jpg/_41556080_iris203.jpg
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false match. The false match error rates must be extremely low to support this application. Any 

user not recognized by IRIS is referred to the primary immigration queue for processing. 

 

Figure 2-5 UK IRIS Kiosk a t Manchester Airport  

 

 

Figure 2-6. Primium Kiosk at Schiphol  

2.3.2.2 Schiphol Airport Privium System 

The Privium system, a fast-track border passage program, was launched at Schiphol airport in 

Amsterdam, Netherlands in October 2001. Privium is a service for frequent travelers and allows 

subscribers to clear immigration using iris recognition and a smart card as proof of identity. Upon 

enrollment, subscribers are issued a smart card that contains a digital representation of their iris. In 


