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Executive Summary 

This report presents the technology assessment portion of the State of the Art Biometrics 

Excellence Roadmap (SABER) study which was conducted over a 10 month period in 2007-

2008. The study included an extensive survey of biometric technologies, current products, 

systems, independent performance evaluations, and an overview of select research activities. The 

MITRE team was provided access to FBI laboratories where discussions with analysts and 

scientists contributed enormously to understanding the breadth of forensic biometric applications 

and how they are used. The MITRE team also had support from senior external consultants. The 

team visited representative federal, state, and local booking environments, a state detention 

facility, and saw large surveillance systems used for security and gaming. The site visits provided 

a valuable perspective on the constraints and challenges that must be considered for the FBI to 

fully realize the Next Generation Identification (NGI) system. The proposed roadmap recognizes 

FBIôs leadership in fingerprint technology as a solid foundation for expansion, and seeks a 

pragmatic course using cost-effective supporting technologies. 

The Daubert Challenge 

All commercial and government application developers seek biometric technologies that are 

accurate and cost effective. However, biometrics and other identification methods used by the FBI 

for law enforcement purposes are unique; they may be subjected to additional standards and 

scrutiny based on Daubert criteria. In the US Supreme Court case ñDaubert vs. Merrell Dow 

Pharmaceuticals (92-102), 509 U.S. 579 (1993),ò the Court suggested criteria for determining if 

scientific evidence was reliable and hence admissible: 

1. Is the evidence based on a testable theory or technique? 

2. Has the theory or technique been published and peer reviewed? 

3. For a particular technique, does it have a known error rate and standards governing 

its operational use? 

4. Is the underlying science generally accepted within a relevant community [Daubert 

vs. Merrell, 1993]? 

These Daubert criteria apply in all U.S. federal courts and but only in some state courts. However, 

the FBI should strive to meet the Daubert standards for biometric evidence used in all 

prosecutions. For this reason, additional scientific development is needed in biometric 

technologies and for supporting testimony from scientific experts. 

The investigative applications of biometrics are not subject to Daubert criteria; therefore, 

biometrics can be used in investigations, regardless of their scientific development.  Between 

investigation and prosecution lies the area of warrants.  The required scientific defensibility of 

technical methods is not always clear with warrant actions. It is prudent for the FBI to pursue 

Daubert compliance, and seek to elevate the usability of technical evidence from investigations to 

warrants and prosecutorial needs. 
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Fingerprint technology is the most mature biometric modality. With the FBIôs leadership role in 

fingerprint technology, systems, and standards, fingerprints are widely and successfully used for 

criminal justice. The success of fingerprint technology is clearly the starting point for the State of 

the Art Biometrics Roadmap. With that in mind, we summarize the current trends and issues 

below.  

Trends and Issues 

Other biometric technologies such as face, iris, voice, and handwriting recognition are maturing. If 

effectively integrated (fused), additional biometric technologies offer promise for improved 

performance and an expanded application base for searching and identity resolution. 

The strong association of fingerprints with criminal justice perhaps initially hampered adaptation 

in civil sector applications. Nonetheless, fingerprint searches for civil applications have steadily 

increased. 

With the increase in these civil searches has come a preference for faster, less intrusive fingerprint 

types. As of 2007, ñIdentification Flats,ò consisting of right and left impressions of the four 

fingers and one impression of simultaneous thumbs, are being collected and submitted to the FBI 

by the State Department and the Department of Homeland Security. 

Mobile identification applications have proposed variations to identification flats that use a 

smaller platen and, hence, only the first two or three fingers. Other implementations of mobile 

identification have introduced single finger capacitance sensors. 

Personal Identity Verification (PIV) applications, per Homeland Security Presidential Directive 

(HSPD)-12, also use lower information content prints, single-print flat impressions, or template 

creation only. 

Extended features (e.g., pores or incipient ridges) that are understood and frequently used by latent 

examiners are not reliably extracted and considered by automated fingerprint identification 

systems (AFIS) when encoding latent prints for searching. Consequently, there is room for 

improvement in AFIS search accuracy. The National Institute of Standards and Technology 

(NIST) and the FBI are actively working to define and encourage broader use of extended 

features. 

The January 2008 Memorandum Decision not to accept fingerprint evidence by the Maryland 

Circuit Court in the MD vs. Rose case was evidence of continuing fall-out from the so-called 

Mayfield problem. The 2004 Brandon Mayfield case involved the false arrest of Mayfield, an 

Oregon lawyer, as a result of an incorrect identification of Mayfieldôs prints to a partial print lifted 

from evidence in the Madrid bombings. The courtôs decision should be a warning of potential 

future problems to recur until a stronger scientific case can be made for results from large-scale 

searches with partial features (i.e., searches with low probability results or likely to return multiple 

ñcloseò matches). Paving the way for prosecutorial admissibility of ñforensic-grade biometric 

evidenceò must be a high priority. 
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The greater variation in print quality and formats is also disruptive to current state and federal 

identification systems. The variations impose a new requirement to process and manage a more 

heterogeneous spectrum of quality and information content. 

With the expanded formats and uses, the computational demand for matching is also increasing. 

Standard commodity hardware such as blade server farms, multi-core processors, and graphics 

processing units, in conjunction with parallel processing for image processing and pattern 

matching, offer promise for a more cost-effective foundation for scalability. 

Based on current trends and issues, we suggest the following notional technology timeline for 

SABER. Additional recommendations occur within respective topic areas of this report. 

Recommendations 

0-2 years 

 (Continue) augmentation of fingerprint systems to include palm prints and the 

beginning of automated searching of major case prints. 

 (Continue) development, analysis, and publication of extended featuresïfeatures 

used by human examiners but not equally supported in automated fingerprint 

identification systems. 

 (Continue) collection of latent data sets for development and evaluation of 

applications with improved automated latent matching accuracy and 

interoperability. 

 (Continue) development of standards to support Mobile Identification (e.g., 

ñlightò transactions and template-only transactions). 

 Augment the planning, and science and technology support to current modality 

specific applications within the labs, special applications, and National 

Backstopping Unit. (Please refer to the Voice, Face, Iris, Handwriting, and DNA 

sections of this report for additional information. Recommendations for Defensive 

Biometrics are contained in a separate document.) 

 Provide quality assessment tools and other quality feedback mechanisms to state 

and local submitters and integrators (e.g., an online Web utility and Criminal 

Justice Information System (CJIS) generated reports to FBI, federal, state, and 

local AFIS operators and managers). Quality feedback should contain examples 

and clear remediation steps. 

 Conduct off-line analysis for the reconciliation of records (linking or merging 

duplicate identities); develop working solutions and feedback mechanisms for 

resolving data integrity issues and inconsistent use of standards. 

 Conduct technology evaluations and consider trial use for the automated 

comparison of scars, marks, and tattoos. 
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 Provide quantitative methods and application performance requirements for 

comparisons between biometric data of differing qualities (this is a prerequisite 

for multi-biometric searching and fusion across different sources). 

 Initiate pilot experiments for common collection and searching of additional 

biometric features along with or in addition to fingerprints. 

 Augment performance evaluations to include computation performance, and 

encourage vendors and research programs to use parallel image processing 

techniques to better leverage commodity hardware (e.g., blade servers, multi-core 

processors, graphics processing units, and field programmable field arrays). 

2-5 years 

 (Continue) collection pilots and searching of additional biometric modalities 

along with or in addition to fingerprint, for example: 

o Forensic quality face images 

o High-quality open microphone speaker recordings 

 Develop integrated tools for human analysts to support visualization, annotation, 

and comparative measurementïUniversal Biometrics Workstation. 

5-10 years or beyond 

 Combined (cost effective) facial and iris collection, storage, and automatic 

comparison. 

 Supporting sciences for defending Daubert challenges. 

 

Risks 

 More searches with low information content images (e.g., single print or certain 

latent searches) against a larger database of inconsistent image quality and a mix 

of criminal and non-criminal prints will generate a larger number of similar 

candidates.  This will increase the load on human reviewers and could lead to 

increased occurrences of ñmis-idents.ò 

 Greater variations in print quality and formats impose new requirements to 

process and manage a more heterogeneous spectrum of quality and information 

content. 

 The success in scaling IAFIS was largely due to FBIôs success with developing 

and maintaining standards for the collection systems based on the FBI Certified 

Product List and, in turn, the underlying Image Quality specifications. The 

submission of additional fingerprint types and formats, as well as face and iris 
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(non-contact) biometric images, add significant complications in assuring system 

accuracy and interoperability for identification through consistent image quality. 

 An open reference architecture for fusion and multi-biometric searching of 

variable quality data, with interpretable results and known accuracy, does not 

exist for large transactional systems. A prerequisite for an effective multi-

biometric application framework requires both vendor-specific and universal 

biometric quality metrics for system tuning and calibration. However, vendors 

often consider their specific biometric quality metrics to be proprietary. 

 

Overarching Research Challenges 

 Sustain efforts to address Daubert and Frye criteria for biometric technologies for 

automated techniques and to support expert witnesses. 

 Provide an increased understanding of close matches when latent fingerprint are 

searched against large databases so that human-examiner techniques, such as 

Analysis, Comparison, Evaluation, and Verification (ACE-V) can take the expected 

level of similarity into account. 

 Develop vendor-neutral reference tools and techniques to assess the quality of all 

biometric data so that the FBI can: 

o Ensure performance (accuracy) and interoperability over inconsistent data 

o Generate useful feedback on quality to collectors and submitting agencies 

o Support automated capture of biometrics and ñbinningò of investigative 

sources. 
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1 Technology Overview 

This section describes elements common to all biometric technologies and presents the general 

format for discussing each modality. ñBiometricsò is a term that refers to two things: (1) 

measurable human characteristics, and (2) the associated methods and techniques for automated 

recognition based on those characteristics. As defined by the National Science and Technology 

Council (NSTC) glossary, ñbiometrics are measurable biological (anatomical and physiological) 

and behavior characteristic that can be used for automated recognition.ò Full automation requires 

that characteristics be digitally recorded and compared to previously stored records with no 

human intervention, sometimes known as unsupervised processing. The results from automated 

comparisons are a similarity or difference score, a decision response, or a small list of candidate 

matches. Examples of automated biometric technologies include fingerprint, palm, face, iris, 

handwriting, and hand vascular matching. Depending on the technology, how it is used, and the 

criticality of the results, most biometrics technologies used for identification require human 

examiners to verify results and confirm matches. Full automation over all types of submissions is 

currently not possible, at least not for systems that require high-accuracy identification with a low 

incidence of false matches. 

The forensic sciences and associated techniques are a companion discipline to biometrics. 

Forensics that exist as ñresidual biometricsò are a critical component for investigative and law 

enforcement uses. Well-established examples of forensic identifiers include deoxyribonucleic acid 

(DNA) and latent fingerprints. Audio and video recordings and images are important data sources 

that also may contain biometric signatures. Forensic identification is not an automated process 

either; in particular, the stages for evidence detection and collection are largely human processes. 

The term ñbiometric modeò has no precise definition within the science of biometric 

identification. In this section, we will arbitrarily define the points of articulation between modes, 

usually following historical usage. For example, we will consider fingerprinting and palm printing 

as different modes, even though palm prints might contain fingerprints and the same sensors 

might be used for each. We will consider face and iris recognition as distinct modes, even though 

facial images might contain iris patterns. We will consider visible wavelength facial recognition 

and facial thermography as different modes, even though the image body part is the same. 

However, we will consider iris recognition as a single mode, regardless of what wavelengths are 

involved. 

Figure 1.1, used by permission of the American National Standards Institute (ANSI), shows a 

schematic of a generic biometric system from ñStanding Document 11ò of the international 

standards committee on biometrics, ISO/IEC JTC1 SC37. 
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Figure 1-1. General Biometric System1 

 

The figure shows five subsystems: data capture, data storage, signal processing, comparison, and 

decision. Not shown, but implied, are transmission links connecting these subsystems, which are 

generally modality-specific; in discussing ñstate of the artò technology, we can decompose each 

modality into its specific components. Sensor and signal processing technologies will differ by 

modes. Storage requirements and architectures may also differ, as will pattern comparison 

algorithms, transmission compression techniques, and decision methods.  

In suggesting a path forward for technology development, we can comment on gaps and 

performance improvement requirements at the subsystems level, but we must put these subsystem 

requirements in the context of an application to fully appreciate the infrastructure and 

social/political/legal context into which each technology application fits. Consequently, we must 

also discuss biometric applications from the integrated system point of view. In this report, we 

will discuss technical issues arising from large-scale automated searches of fingerprint databases 

                                                 

1
  (c) ISO/IEC 2006. This material is reproduced from ISO/IEC 19794-1:2006 with permission of the American 

National Standards Institute (ANSI) on behalf of the International Organization for Standardization (ISO). No 

part of this material may be copied or reproduced in any form, electronic retrieval system or otherwise or 

made available on the Internet, a public network, by satellite or otherwise without the prior written consent of 

the ANSI. Copies of ISO/IEC 19794-1:2006 may be purchased from the ANSI, 25 West 43rd Street, New 

York, NY 10036, storemanager@ansi.org, (212) 642-4900, <http://webstore.ansi.org 

<http://webstore.ansi.org/>. 
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that mix criminal and non-criminal records that have led to problems with forensic admissibility 

of expert testimony. 

1.1 Distinctiveness and Stability 

Central to the concept of recognizing people from biological and behavioral characteristics in all 

applications is the requirement that the measurement of characteristics be repeatable over time for 

each individual and distinguishable at any time across a population. Figure 1.1 shows a ñcaptured 

biometric sampleò resulting from the presentation of a characteristic to a sensor. The captured 

biometric sample will be repeatable if the characteristic, presentation, and sensor are stable. In 

reality, no environmental factors are completely stable over the applications, time scales, and 

populations of interest to the FBI. Allowances must be made within the signal processing, 

comparison, and decision subsystems for changes over time and capture conditions in the 

biometric samples from a single individual. The goal is to minimize ñwithin-classò variations, 

through the establishment of standards for the presentation and acquisition sensors. Although it is 

not possible to standardize the characteristics themselves, it will be possible to create mechanisms 

for dealing with biometric characteristics that are outside population norms.  

We require that expected variations between individualsïthe intraclass or ñbetween classò 

variationïbe maximized. Biometric systems capable of extracting characteristics with the most 

variation across individuals will be the most interesting. The decision subsystem will always be at 

risk for mistaking between-class variation for within-class variation, thus leading to false matches 

(OIG, Mayfield report) or within-class for between-class variations, thus leading to false non-

matches or ñmissesò (John Paul Chapman). There is no biometric modality for which we have 

good estimators for how much between-class variation can be expected between possible matches 

across large databases and how much within-class variation can be expected across long periods 

of time and various collection conditions. This knowledge gap will impact the forensic 

admissibility of all biometric measures, even fingerprints [MD vs. Rose, 2008] 

1.2 Positive Claim and Negative Claim Applications 

Biometric data and systems are fundamentally about recognition, not identity. Biometric data are 

combined with identity information and contextual information for the purpose of linking them 

with records and events. The FBIôs concern is ñDo we recognize this person, or have we seen this 

person before?ò Without validation of all identity documents at the time of collection, biometric 

systems do not assert ñabsolute identityò.  

Some systems are architected with the expectation that the data subject will make the positive 

claim, ñThe system will recognize me.ò Some are architected for a negative claim, ñThe system 

will not recognize me.ò The FBI is interested in both claims and therefore architects systems to 

address them both. For example, in access control systems, each data subject (enrolled user and 

impostor) make the positive claim, ñThe system will recognize me.ò ISO/IEC documents refer to 

systems of this type as ñpositive claimò systems. In watchlist and background check applications, 

all data subjects (unknown and known) make the claim, ñThe system will not recognize me.ò 

ISO/IEC documents refer to systems of this type as ñnegative claimò systems. Both systems 
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confer benefits (such as allowing access) if the claim is true, but these are opposite claims; a 

positive claim system confers benefits if the data subject is recognized, while a negative claim 

system confers benefits (or does not deny benefits) if the data subject is not recognized. In the 

event of a ñType Iò mistake (rejecting a true claim), the subject is inconvenienced. We can expect 

such errors (which are not uncommon to biometric systems) to be quickly reported by the 

inconvenienced subject. On the other hand, a ñType IIò mistake (accepting a false claim), results 

in a security breach and will generally not be reported.  

ISO/IEC JTC1 SC37 Standing Document 2, ñHarmonized Vocabulary,ò defines a false match as 

ñcomparison decision of ómatchô for a recognition biometric sample and a biometric reference that 

are from different biometric capture subjects.ò A false non-match is defined as ñcomparison 

decision of ónon-matchô for a recognition biometric sample and a biometric reference that are 

from the same biometric capture subject and of the same biometric characteristic.ò 

In positive claim systems, a Type I error results from a false non-match, while Type II errors 

result from a false match. In negative claim systems, a Type I error results from a false match, 

while a Type II error results from a false non-match. 

1.3 Spoofing 

The matching logic directly impacts all discussion of ñspoofingò or fooling biometric systems. 

Spoofing is the intentional attempt to produce a Type II error resulting in a security breach. For 

positive claim systems, a Type II error results from a false match. For negative claim systems, a 

Type II error results from a false non-match. A false match requires impersonation of an enrolled 

data subject. A false non-match requires alteration or concealment of a biometric characteristic. 

The biometrics community universally agrees that someone seeking to create a false match 

through impersonation is called an ñimpostor.ò There is no agreed naming convention for 

someone attempting to produce a false non-match through alteration, obfuscation, or concealment, 

although the terms ñconcealerò or ñuncooperativeò have been suggested. In general, it is much 

easier to produce a false non-match through alteration, obfuscation, or concealment than it is to 

produce a false match through impersonation. The techniques required to achieve either false 

match depend upon the biometric modality; it will be discussed in only general terms in following 

sections by modality. The intentional spoofing or manipulation of biometrics invalidates the ñzero 

effort imposterò assumption commonly used in performance evaluations. When a dedicated effort 

is applied toward fooling biometrics systems, the resulting performance can be dramatically 

different. 

1.4 Application Scenarios for the FBI 

Understanding how biometric systems are used is a critical part of assessing their maturity, 

suitability, and utility. There are five high-level application areas where biometric data is collected 

and used: 

1. Criminal  and Forensic Applications: Criminal applications collect biometric traits for 

searching at the time of arrest to record the arrest event and determine if a person has a 
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known criminal history. Biometric checks may also record release events or be used to 

manage registered offenders. Forensic and latent fingerprint applications seek to link 

biometric signatures to known persons. Criminal and forensic uses are largely 

identification applications. 

2. Applicants: Applicant searching or background checks are done when a person applies 

for a position of trust. The search determines if the applicant has any criminal history that 

might disqualify them; applicant searching may also be used to discover fraud and abuse 

in the form of duplicate requests for entitlements and benefits. These are identification 

applications. 

3. National Security: National security applications can vary and are beyond the scope of 

this document. An example is when non-U.S. citizens apply for a visa to come to the 

United States; biometric data is collected and searched to determine if they are known or 

suspected of being unacceptable to enter the US for any security-related reason. This is an 

identification and investigative application. 

4. Civil Identification: Civil identification refers to all forms of government issued 

identification, of which driverôs licenses are the most common. In Civil Identification, 

identity information is optionally searched to ensure subjects have not registered under a 

different identity or had similar identification revoked. This is an identification 

application. 

5. Physical and Logical Access Control: These applications involve the authentication of a 

claimed identity in the context of an access control event. Physical access is typically for 

entrance to a government building or facility. Logical access is typically authentication to 

a personal computer, device, or network. Physical access generally is a verification 

application, or also known as authentication. Some physical security environments may 

involve one-to-few matching against a look-out or exclusion list. 

The above application areas span different uses, environments, and search populations. The 

boundaries and intersection between civil, criminal, and national security applications are critical 

policy issues. The same boundaries and intersections affect which biometric sensors can be used 

and how well they will perform. Criminal and forensic applications span the following collection 

environments: 

Booking Environment: This is a controlled or semi-controlled indoor environment where 

biometric data and contextual information is collected, typically at distances of 0-2 meters, under 

the supervision of the arresting officer. Traditional óbookingô calls for 10 rolled fingerprints, face 

pictures, and recording of scars, marks and tattoos. 

Mobile Identification : This is a semi-controlled or uncontrolled, indoor or outdoor environment, 

typically at distances of 0-2 meters, attended use, and with interactive response times. Mobile 

fingerprint identification systems use 1, 2, 4 or 8 flat prints. Subsystems for face and iris 

identification are also commercially available. 
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Surveillance and Investigations: This includes both indoor and outdoor environments wherever 

the investigation leads, attended and unattended use, and a range of distances per situational 

needs. Forensic audio and video and images may be provided from security cameras, 

identification documents, 911 calls, family photos, and any other source. 

1.5 Forensics 

Forensics is a companion topic to biometrics; it may not always be embraced by the mainstream 

biometrics community, perhaps due to continued vertical organization within industry. The lack of 

full automation and a live subject historically made forensic sciences different from biometrics. 

Nonetheless, the role of forensics and its critical importance to law enforcement, military, and 

counter-terrorism is well established in operational practice. We use forensics to mean ñresidual 

biometric signaturesò or evidence that can be used to link or exclude a subject to an event, events 

to other events, or identify a previously unknown subject. Audio and visual recordings and images 

are important forensic sources that contain biometric signatures. 

In the U.S. Supreme Court case ñDaubert vs. Merrell Dow Pharmaceuticals (92-102), 509 U.S. 

579 (1993),ò the Court suggested criteria for determining if scientific evidence was reliable and 

hence admissible: 

1. Is the evidence based on a testable theory or technique? 

2. Has the theory or technique been published and peer reviewed? 

3. For a particular technique, does it have a known error rate and standards governing 

its operational use? 

4. Is the underlying science generally accepted within a relevant community [Daubert 

vs. Merrell, 1993]? 

The requirements for establishing Daubert standards for ñforensic quality biometrics,ò are unique 

to the Departments of Homeland Security and Justice, and fall heavily on Criminal Justice 

Information Services (CJIS). Frequently, there is a need to defend against Daubert-based and 

Frye-based criticism from defense attorneys who may use the criteria as a checklist for 

questioning the veracity of evidence. 
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2 Fingerprint  

2.1 Introduction  

Fingerprints have been used in the criminal justice domain for over 100 years. For the last 30 

years, automated technology has been brought to bear on fingerprint searching and matching. The 

FBI funded and employed some of the earliest automation that has come to be called Automated 

Fingerprint Identification Systems (AFIS).  

In the 1990s, the FBI led the way with the introduction of standards and technology to support 

high volumes of transactions and faster turnaround. The system integrated computerized criminal 

history records management with AFIS technology. The system is called the Integrated 

Automated Fingerprint Identification System (IAFIS). 

Changes in service demands, due to post 9-11 federal laws and numerous state laws associated 

with increased mandatory background checks, have started to overwhelm the IAFIS capacity. 

Also, the FBI is faced with a demand for terrorist fingerprint checks against Known and 

Suspected Terrorists (KST) lists, requiring responses in seconds rather than minutes. These 

increased demands for more and more rapid searches have led the FBI to develop a program to 

refresh and upgrade IAFIS. The upgrades are intended to provide more service, more accurately, 

with continued high availability, using the same skilled service providers, even in the face of a 

higher workload. This new program, Next Generation Identification (NGI) is very well-timed, and 

should enable the FBI to take advantage of new technologies. Some technology trends that will 

enable new NGI capabilities are: 

New image processing algorithms developed specifically for fingerprints have produced 

major improvements in feature extraction with low-quality images. The improved 

features combined with advancements in matching algorithms have produced AFIS ten 

print accuracy above 99.9 percent (excluding any filtering and sequence errors). 

Virtualization of servers can simplify redundancy and improves availability in large 

systems. 

Standard hardware, such as blade servers, along with advancements in parallel algorithms 

will provide a cost-effective foundation for scalability. Commodity image processing 

hardware such as Graphics Processing Units (GPUs) and multi-core processors can 

augment general purpose processors with low-cost vector processing capabilities. 

The industry transition to Service Oriented Architecture (SOA) promises improvements 

in flexibility as business requirements evolve over time. 

Multi -modal Biometrics affords more flexibility in data submittal, and the capability of 

searching across modalities enables new applications. 

o  
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Current conditions offer a unique opportunity for the FBI to expand its leadership in the area of 

identification, particularly opportunities that use fingerprints as the primary or initial search 

biometric and identity anchor. 

2.2 Background Observations 

Looking back at the mid-1990s and the impact of the 1994 IAFIS A-109 funding of three of the 

four major AFIS Vendors (through their associated System Integrators), we see some unintended 

outcomes. The three funded vendors were able to advance their technology through R&D funded, 

in part, by the A-109 contracts. Several years later, in NISTôs Fingerprint Vendor Technology 

Evaluation 2003 (FpVTE), these three companies were identified as the three Tier 1 vendors, 

based on matching performance in non-forensic scenarios. The fourth major vendor, whose 

system integrator partner was not awarded a contract, sold substantially more systems during the 

period when the three funded companies focused on IAFIS. Today, all four are much closer in 

(non-forensic) matching performance than in the FpVTE timeframe. In addition, another company 

has entered the market. As the FBIôs NGI trade studies and performance tests start in 2008, the 

question remains if there will be another set of unanticipated consequences across the market. 

Over the past 20 years, the Information Technology (IT) market has moved from mainframes 

through mini-computers to networked servers and workstations. The AFIS industry has followed 

this trend. But, as the size of the repositories grows, industry might follow the latest IT movement 

back to virtual machines running on new technology mainframes and blade farms for ultra-large 

data applications with high transaction rates. While there is healthy movement toward Mobile ID 

devices and distributed processing, the ultra-large repository/high transaction rate central sites that 

run virtual systems for better performance, availability, and flexibility should not be ignored or 

assumed to continue to fit the server/workstation model. 

In 1999, the shortcomings of having two disparate AFIS systems in the U.S. government (i.e., 

IAFIS developed for and used by the FBI and law enforcement community,  and IDENT, 

developed for and used by the Department of Homeland Security) became a critical liability and 

tragically brought to public attention in the case of Rafael Resendez-Ramirez, AKA the "railway 

killer.ò In 1999, Rafael Resendez-Ramirez was apprehended by the Border Patrol and released 

into Mexico, despite the fact he was wanted for murder (information discoverable with an IAFIS 

search). Because IAFIS and IDENT were not integrated, Border Patrol did not learn of the 

outstanding warrant for his arrest. Following his return to Mexico, he reentered the U.S. and 

murdered four individuals.2 Since then, the two systems have shared more data and, with the 

advent of NGI, they will share data and searches, interoperating in the public interest.  

In 2003, the Department of Defense (DoD) Automated Biometric Identification System (DoD 

ABIS) sought to extend their AFIS with collection systems that store and match fingerprint, face 

                                                 

2
 FBI FY 2008 Authorization and Budget request to Congress, page 4-157.  
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and iris modalities. The DoD ABIS environment uses the FBIôs Universal Latent Workstation 

(ULW) software on their workstations for all their latent fingerprint searches against their own 

system and IAFIS. The 2003 DoD ABIS system, modeled after FBI IAFIS, was a single modality 

system (fingerprint only) with the goal of expanding to additional modalities. If successful, the 

DoD Next Generation ABIS, slated for initial operating capabilities the summer of 2008, would 

be the first large-scale, transactional production environment migrating from a fingerprint-only 

system to one with fingerprint, palm, face, and iris modalities. Many companies and federal 

agencies have adopted the ABIS concept; however, integration challenges remain a concern. 

As a result of 9/11 and even earlier border control requirements, AFIS systems are migrating 

toward ñreal timeò response. When IAFIS was initially funded in the early 1990s, the response 

time for tenprint searches at the FBI was measured in months. With the advent of IAFIS 

operations in the late 1990s, the response for criminal searches has been measured in hours or 

minutes. With NGI, the goal is to provide responses in seconds for high-risk, National Security 

encounters to be searched against the KST and a few other high priority files. When a visa 

applicant is fingerprinted at a consulate overseas, the search needs to be completed in a few 

minutes. Mobile-ID devices will require real-time responses for searches against limited 

repositories (e.g., wanted persons) often using less than ten fingers. The Royal Canadian Mounted 

Police (RCMP) has appropriately named their new AFISïReal Time ID. 

In 2005, the U.S. Army installed an AFIS in Iraq for use by the Iraqi National Police. One feature 

requested by the Iraqis and provided in the system was the ability to match latent footprints. Given 

the high volumes of latent footprints on hard surfaced floors being observed in Afghanistan and 

Iraq, in 2008 the FBI asked the Scientific Working Group on Friction Ridge Analysis, Study and 

Technology (SWGFAST) to recommend a standardized collection methodology for plantar prints. 

SWGFAST has provided recommendations to CJIS, including draft sample card formats. It is 

anticipated that CJIS will ask the International Association for Identification (IAI ) to approve the 

drafted card formats and pursue standardization in the ANSI/NIST standards process. Currently, 

NGI has no requirements to capture plantar prints; however when technology refreshment lends 

itself to support this within the NGI Program, the FBI intends to pursue this capability. 

SWGFAST recommends capture of footprints at 1,000 pixels per inch (ppi) with eight searchable 

areas per foot. The areas are the five individual toes, the ball/interdigital area, the arch, and the 

heel. 

In 2005, the failure-to-match rates for tenprints of even a few percent became painfully obvious 

with the Jeremy Jones case. Jeremy Jones, suspected in the deaths of at least five women in four 

states, spent much of 2003 and 2004 in the Carroll County and Douglas County jails in West 

Georgia. He was wanted on a fugitive warrant in Ohio for jumping bond on a rape charge when 

he was jailed for minor offenses in Georgia. IAFIS failed to make a match on his fingerprints. 

Jones was released and suspected of committing at least two more murders, including that of 

Patrice Endres, missing since April 2004 and whose body has not been recovered. Jones has 

confessed to kidnapping and killing the woman, and dumping her body in a Douglas County 

creek. The FBI has a target of a 99 percent reduction in their already low error ratesïto help 
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prevent errors and simultaneously to provide for increased productivityïmore transactions without 

additional labor. 

2.3 AFIS Overview 

AFIS systems were initially used to identify candidates for skilled examiners to use in their 

searching and matching decisions. Over time, AFIS systems increased in reliability; if the AFIS 

had no tenprint-to-tenprint candidates with a score above some threshold, then no candidates were 

returned and the transaction was treated as a non-ident. More aggressive system owners, such as 

the New York State Division of Criminal Justice Services, took the absence of a clear candidate as 

the seed to launch additional name-based searches and 100-percent searches with no filtering such 

as pattern, sex, or age.  

After years of monitoring IAFIS, the FBI established a second threshold. If a candidate were 

returned above that threshold, then the system would consider that high-scoring candidate a 

match.  

AFIS systems are used in several places in the U.S. government including the FBI, Department of 

Homeland Security (DHS), and the DoD. The states and others have systems for criminal justice 

uses and civil applications such as benefits resource management.  The following subsections 

address classes of use and size and then identify significant trends and events of the past few 

years. Other subsections explain how the systems work and the evolutionary movement from 

paper input to digital transactions. 

2.4 Biometric Matching 

2.4.1 Modes of Biometric Matching 

The use of all biometric technologies can be classified into three basic modes. 

Verification  involves a 1:1 record comparison and is used to see if an individualôs 

claimed identity is consistent with a registered account or previously enrolled record. 

Typical applications include access to secure areas, Personal Identity Verification (PIV) 

use, or voice verification to financial services. Verification applications often involve 

integration with card technologies and public key infrastructure (PKI). 

Identification  involves a 1:N (many) search against a database, the type of search used 

by state and federal agencies in generating and providing background information on 

subjects to submitting agencies. One or more biometric samples are searched against a 

database of previously enrolled subjects. If a match (or in some cases multiple possible 

matches) is found, the enrolled record is updated with the new event and the response is 

returned to the inquiring agency. If there is no match, a response of no known record is 

returned to the contributor and the record is enrolled into the database, if appropriate. 

Watchlist involves a 1:few biometric comparison, and is used at a checkpoint as a 

screening mechanism to search for ineligible persons or persons determined to pose a 

threat. These applications may pose privacy concerns and tend to be the most technically 
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challenging in terms of throughput, accuracy, and reducing and managing the number of 

false alarms.3 

2.4.2 Applications 

Fingerprint-matching technologies have a variety of uses in the public and private sector. There 

are five high-level application areas where biometric data is collected and used: 

1. Criminal  and Forensic Applications:  Applications of biometrics for criminal 

investigations and forensic work entail collecting biometric traits for searching at the time 

of arrest. The primary purpose is to record the arrest event and determine if a person has a 

known criminal history. Biometric checks may also record release events or be used to 

manage registered offenders. Forensic and latent fingerprint applications seek to link 

biometric signatures to known persons. Criminal and forensic uses are largely 

identification applications. 

2. Applicants: Applicant searching or background checks are done when a person applies 

for a position of trust. The search determines if the applicant has any criminal history that 

might disqualify them; applicant searching may also be used to discover fraud and abuse 

in the form of duplicate requests for entitlements and benefits. These are identification 

applications. 

3. National Security: These applications can vary and are beyond the scope of this 

document. An example is when non-U.S. citizens apply for a visa to come to the US. 

Biometric data is collected and searched to determine whether they are known or 

suspected of being unacceptable to enter America for any security-related reason. This is 

an identification and intelligence application. 

4. Civil Identification : Civil identification refers to all forms of government-issued 

identification, most commonly driverôs licenses; identity information is optionally 

searched to ensure subjects have not registered under a different identity or had similar 

identification revoked. This is an identification application. 

5. Physical and Logical Access Control: These applications involve the authentication of a 

claimed identity in the context of an access control event. Physical access is typically for 

entrance to a government building of facility. Logical access is typically authentication to 

a personal computer, device, or network. Physical access generally is an authentication 

application, but may involve one-to-few matching in some environments. 

The DoD also uses mobile identification technology to develop census data for areas where 

insurgents are trying to hide among the local population. These applications are instances of civil 

                                                 

3
  The alarm rate of watchlist applications can be estimated as a function of the watchlist size, data quality, and 

prior probability of the subject population. 
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identification coupled with national security checks as the people encountered at check points can 

be simultaneously verified as being enrolled in the census, checked against a watchlist, and 

returned to the DoD ABIS to check for hits against the Unsolved Latents collected in theater. 

Thus, the five application types can be run in various mixtures and should not be thought of as 

standalone or stovepipe applications. 

2.4.3 System Size 

Automated fingerprint matching applications are typically classified as one of the following sizes. 

There are no hard-and-fast rules for the breakpoint between the two size classes.  

Large-scale where there is a large number of enrollees and/or a high transaction rate of 

searches/new enrollments. These systems often have over a million enrollments in the 

repository and/or tens of thousands of transactions a day, and are usually distributed with 

direct (or reasonably timely) access to a central repository (or multiple repositories). 

Smaller-scale where there is a smaller number of enrollees and/or a lower transaction 

rate of searches/new enrollments. These systems can have repositories from a handful of 

people to a hundred thousand or more, and are often stand-alone, self-contained, and 

communicate with the central repository only occasionally, if at all. 

The remainder of Section 2 will look at the automated fingerprint-matching technology market as 

it pertains to large-scale identification applications for criminal, applicant, national security, and 

civil identification. Such systems have traditionally been called AFIS. The desired trend is to 

move toward multimodal biometric identification systems that work with a combination of 

biometric data such as fingerprints, palm prints, facial images, and iris images. 

2.5 AFIS Technology 

AFIS technology started as a semi-automated way to generate candidate lists for tenprintïto-

tenprint searches to deal with the steady growth in transaction volumes. The original systems 

required substantial human involvement. Personnel were required to scan fingerprint cards and 

enter basic biographic data, such as date of birth and sex. The largest labor element was the 

manual generation of extended Henry Class codes at the fingerprint card level for manual filing. 

Over the past 30 years, the need for binning by Henry Class, sex, or age to reduce the search depth 

has been eliminated by automated techniques. Today, tenprint-to-tenprint searches are extremely 

accurate and involve human intervention only to verify candidates when the score is too low to 

preclude a candidate but not high enough as to assure a match. The processing of latent prints 

involves human annotation and verification and, in general, is not as easy to process as tenprint 

searching. Latents are more challenging due to a reduced print area and inconsistent quality.   

All large-scale AFIS systems follow a similar process. Images are entered, fingerprints are 

segmented from the background, ridges are located and thinned, and features such as bifurcations 

of ridges or locations of deltas are located and encoded in a Cartesian coordinate system. The 

coordinate systems typically have the zero, zero (0,0) point in the upper left corner of the image 

with the Y values increasing as they go down the imageïthe traditional coordinate protocol for 
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image processing. These points are encoded with elements that include (x, y) locations, the angle 

of ridge flow ( ), and vendor-specific attributes (e.g., ridge count to nearest neighbor). The 

extracted features are loaded into computer hardware, sometimes referred to as ñregistered to the 

system.ò 

 

 

Figure 2-1. Minutiae Extraction from Finger Image 

 

New fingerprint images are also subjected to feature extraction. The new feature sets are then 

compared to the registered sets by using vendor-developed algorithms to determine whether any 

two fingerprint sets are matches. Most feature sets are similar, but each vendor has slightly 

different representations or different feature attributes based on their algorithms. These differences 

do not pose an interoperability issue in tenprint transactions since they typically employ image-

based transactions. Several standard templates representations are supported by leading AFIS 

vendors.  However, the representation comes at a cost to accuracy. 

In the latent print world, finding the features requires human review before or after the encoder 

processes an image. Rather than submitting image-based searches to remote AFIS systems, it 

would be more efficient if the original latent examiner could extract features once and send them 

to other AFIS systems, independent of the algorithm and encoding technique used. A phrase often 

used to describe this process is ñenter once, search many.ò This leads to the overarching 

interoperability issue that the National Institute of Justice is studying and for which it has 

established an AFIS Interoperability-Experts Panel.  

Systems have become more sophisticated. They often use two or more matching stages to perform 

a coarse initial filter and then compare results further in subsequent search stages with finer grain 

algorithms. In addition to minutiae comparison, matching algorithms can include other image 

features, such as pattern and ridge counts and ridge flows, to minimize the search space. Multi -

stage matching typically occurs in parallel on different processors dedicated to work on partitions 

of the overall database. Efficient parallel computation that is neither constricted by data access nor 

communications is an important consideration for NGI.  
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Civil and criminal fingerprinting processes have moved to electronic livescan tenprint and palm 

capture devices using Certified Products (see the section on FBI CPL) with the results being 

submitted electronically using appropriate standards.  

 

2.6 Evolution of Electronic AFIS Input Collection  

In the past 20 years, the trend has been to move from inked/paper fingerprint capture to livescan 

stations where ñvirtual fingerprint cardsò are generated and sent electronically to AFIS sites. This 

process reduces the keying of biographic and demographic text at the AFIS site, and eliminates 

card scanning and re-entering biographic data at the central site. These livescan transactions rarely 

are printed to card stock, but can be printed for courtroom use, investigative activities, and 

archival purposes. 

The input to a search/enrollment for a large-scale AFIS can be from any of the following image 

types: 

Rolled fingerprints and sequence slaps (virtual fingerprint cards) 

Identification Flats (ID-Slaps) 

Palm impressions 

Latent impressions 

Less than 10 fingers (Mobile-ID and DoD collection systems). 

 

Not all of these record types are currently accepted by IAFIS. The following table shows how the 

image types are used in various applications.  

Table 2-1. Application of Image Types 

Type Typical Use Used by IAFIS?  

10 rolled and sequence-

slaps 

Identification applications Yes 

Identification slaps Identification applications for 

applicants 

Yes 

Palm impressions Crime scene-related identification No 

Latents Crime scene-related identification Yes 

Less than 10 prints National Security and mobile 

applications 

Starting in 2008 
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2.6.1 Rolled Fingerprints and Sequence Slaps  

The 10 rolled images and four sequence-slap images have been the ñgold standardò for AFIS 

systems and earlier manual systems. The sequence-slap impression is captured when the fingers of 

each hand are captured together and the thumbs are captured individually. In addition to providing 

a second set of finger images, these impressions also reduce the opportunity for sequence errors in 

the rolled setïsuch as rolling two or more fingers in the wrong order. This could cause a serious 

matcher error resulting in a missed ident. 

 

 

Figure 2-2. Rolled and Plain Impressions on Tenprint Card4 

 

2.6.2 Identification Slaps 

In 2007, the FBI started to support Identification Slaps (ID-slaps, or also sometimes called ID 

flats) to permit states and other subscribers to collect and submit plain impressions rather than a 

full set of rolled and sequence-slap prints for applicant searches. While Identification flats are 

more computationally expensive to search on IAFIS than rolled tenprints, they are faster and 

easier for the subjects being fingerprinted (seconds rather than minutes) and less intrusive than 

traditional 10 rolled and four flat (plain) image capture. Four-finger ID-slaps images in an FBI-

EBTS transaction each have a segmentation box defined by the capture device and provide an 

NIST Fingerprint Image Quality (NFIQ) score for each finger. The use of ID-slaps, instead of 

sequence-slaps in tenprint collection on livescans, is the latest evolution in data collection.  

                                                 

4
 http://www.highered.nysed.gov/tcert/images/samplecard.gif.  

http://www.highered.nysed.gov/tcert/images/samplecard.gif
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Figure 2-3. Identification Slaps (or Flats) 

 

 

Figure 2-4. Identification Slaps with Segmentation Boxes and NFIQ Scores 

 

2.6.3 Palm print s 

Palm prints have been captured for years. In early 1994, an automated palm print matching 

system, called ñRecoderm,ò was installed by the Hungarian company ñRecowareò in the Szolnog 

police headquarters, a suburb of Budapest, Hungary. Now, all of the large-scale AFIS companies 

offer this capability. The IAI worked closely with the FBI to develop a standard palm print card. 

At that time, many livescans had platens that could not capture an entire palm image from the tip 

of the fingers to the carpal crease. The technique used to permit these smaller platens to capture a 

whole palm was to capture two images with sufficient overlap to permit an examiner to verify that 

the upper and lower palm images are from the same hand. The overlap area is the interdigital area. 

In addition, the ñwriterôs palmò is also collected (i.e., the edge of the hand that comes in contact 

with a writing surface). Palm prints collected from a subject are called ñknown palm printsò to 

differentiate them from latent palm prints. In criminal cases, palm prints are typically collected 

with a full rolled tenprint capture. Palm searches are made from known palm prints to latent palm 

prints and vice versa. Known palm prints are typically not searched against other known palm 
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prints. The following image has an arrow and an outline box indicating the location of the inter-

digital area.  

 

 

Figure 2-5. Palm print  

 

2.6.4 Latent prints  

Latent Prints (from fingers or palm) are scanned and read into an AFIS latent workstation and 

searched on AFIS systems against some or all of the records in the fingerprint and palm print 

databases.  A latent print examiner will work with the latent workstation software to prepare the 

image (e.g. orient, crop, annotate features). After the candidate list is returned, the examiner will 

compare the latent print image with the candidate images to determine if a match exists. As an aid 

to investigators, latents can be searched against latents to link crimes.  

 

Figure 2-6. Latent Print with Scale for Calibration  
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2.6.5 Less Than Ten Prints 

Less than 10 prints is a collection mode used in operational environments such as the DoD, where 

the time available or the configuration of the collection device does not support the full 20-finger 

collection associated with 10 rolled and four sequence-slap images or even the Identification flats. 

This mode is becoming more prevalent as Mobile-ID devices are proliferated across law 

enforcement agencies.  While this approach is more time-efficient for collectors, it means that 

NGI will have to deal with degraded source material and less information per enrollment. An ad-

hoc working group is addressing the extension of the standards to deal with Mobile-ID 

transactions. The Advisory Policy Board (APB), FBI, and NIST recognized the need for this 

extension and established the ad-hoc group. The working groupôs first meeting was held in July 

2007. 

2.6.5.1 Historical Approach for Tenprint and Latents  

Historically, tenprint and latent images were processed to extract four kinds of data: 

 minutiae locations and angles;  

 primary features, such as pattern type, core, and delta locations;  

 neighborhood relationships such as inter-minutiae ridge counts; and  

 quality and confidence levels for various data points.  

In the processing of tenprint, palm, and other known images, the AFIS does all the necessary steps 

autonomously, including image quality assessment and sequence checking. The images with 

problems are sent to a Quality Review workstation for human intervention. Image processing 

includes segmentation of slaps into individual finger images, orientation correction for finger 

images captured off axis, contrast adjustments, and thinning and binarization of ridges to support 

feature extraction. Image sets with irresolvable sequence errors and extremely low image quality 

are rejected. The reject rate at the FBI is higher for applicant prints than for criminal prints, as 

applicants are normally available for being reprinted. With the rapid turnaround at IAFIS and fast 

responses from NGI, the likelihood of an arrestee still being available is becoming higher. The 

resultant Type-9 feature sets (e.g. pattern type, minutiae) are typically vendor-specific and kept 

secret by the vendors. 

Latent print images are not enhanced during the AFIS acquisition process. No information or 

detail is added to the lift/image containing the latent print. Photographic filters and computer-

based image processing techniques, such as contrast adjustment and removal of high frequency 

noise, can be used to make the image more apparent and distinct (to humans). This may include 

vendor-provided software and techniques such as measuring the amount of grayscale light in a 

captured image, black/white balancing, and image reversal with ridges appearing as valleys. Some 

vendors claim to ñprojectò where an obscured ridge section is; this information may sometimes 
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result in the generation of new candidate matches. That additional estimated information is never 

added to the original image nor used in making a match or no-match decision. It is an interim 

detail used by the algorithms for finding possible matches that might otherwise be missed. 

Digital image manipulation programs provide tools that may appear to visually enhance images of 

low quality or overlapping latents, and reduce background image interference. However, 

operating procedures require that all processing steps be noted to ensure that spurious information 

is not unintentionally lost or added.  

2.6.5.2 Extended Fingerprint Feature Set Approach 

In 2005, the ANSI/NIST Committee to Define an Extended Fingerprint Feature Set (CDEFFS)5 

was established to identify, define, and provide guidance on additional fingerprint features beyond 

the traditional ending ridges and bifurcations defined in the ANSI/NIST ITL-1 standard for Type-

9 representation of minutiae. This feature set would include more complete finger image 

information for the human examiner and improved automated feature extraction.6 It is important 

to note that the default Type-9 minutiae set defined in ANSI/NIST ITL-1 has never been tested on 

a large-scale database and is not used in any productions systems. The ANSI/NIST ITL-1 lists the 

following alternative Type-9 structures in Table 2-5: 

 IAFIS Features 

 Cogent Systems Features 

 Motorola Features 

 Sagem Morpho Features 

 NEC Features 

 M1-378 Features 

 Identix Features. 

 

CDEFFS is looking at methods to capture and represent, in an ANSI/NIST ITL-1 Type-9 style 

record, additional fingerprint features such as dots, short ridges, ridge protrusions, spurs, pores, 

and incipient ridges. Each feature is in addition to the minutiae currently used by AFIS coders and 

as specified in the ANSI/NIST ITL-1 Type-9 definitions. They propose changing the Type-9 

Record title from a Type-9 Minutiae Data Record to a Type-9 Friction Ridge Feature Data 

Record. In the figure below, the two images depict some of the additional information as currently 

                                                 

5
 http://fingerprint.nist.gov/standard/cdeffs/index.html. 

6
 "Standardizing a More Complete Set of Fingerprint Features," Briefing at the International Association for 

Identification conference, 24 July 2007. 

http://fingerprint.nist.gov/standard/cdeffs/Docs/IAI_CDEFFS_2007-07-24.pdf
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envisioned by the CDEFFS. The addition of ridge path flow, pores, dots, and short ridges are 

examples of Proposed Level 3 details under consideration. 

 

Augmented Level 2 Ridge Path            Dots, pores and short ridges 

Figure 2-7. Extended Fingerprint Features 

 

In contrast to earlier applications of rolled and flat finger image feature encoders, new AFIS 

systems can already extract more traditional features from the same images. This will increase 

latent print matching accuracy without adding all of the CDEFFS-defined extensions. The graphic 

below lists some additional information items. Vendors already may be using some of the 

CDEFFS recommended additions in their registered Type-9 feature sets. With the expansion of 

the standard to include these additional attributes, interoperability at the feature level might be 

enhanced. 

 

 

Figure 2-8. Fingerprint Image Metadata  
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