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Executive Summary

This reporipresent the technology assessment portion oSttadée of the ArBiometrics
ExcellenceRoadmap SABER) studywhichwas conducted overl0 monthperiod in 2007
2008 Thestudy ircludedan extensive survey bfometrictechnologiesgurrent products,
systemsindependent performance evaluatiargjan overview of selecesearclactivities The
MITRE team wagprovidedaccess to FBI laboratoriedyare disussions with analysts and
scientigs contributed enormously tindersanding tle breadth of forensic biometapplications
and how they are usethe MITRE team also had support from senior external consultdiets
teamvisitedrepresatative federal, state, atatal booking environments statedetention
facility, andsawlarge sirveillance systems uséat security and gaming-he site visits mvided
avaluableperspectiveon theconstraintsand challenges thatustbe considered for the FBI to
fully realize the Next Generation Identification (NGI) systdime proposed roadmagecognizes
FBl 6s | eader ship i n f i naiefopexpansion, ahdseeksmol|l ogy as
pragmaticcourse usingosteffective supporting technologies.

The Daubert Challenge

All commecial and governmeraipplicationdeveloperseekbiometrictechnologiestat are
accurateandcost effectiveHowever, bbmetricsand other identification methodsed by the FBI

for law enforcement purposage uniquetheymay besubjected to additionatandardand

scrutinybased oaubertcriterial Nt he US S u pDaswenes.MerellDow case i
Pharmaceutical§92-102), 509 U.S. 579 (1930 t h esugGestedrit¢riafor determining if

scientific evidence was reliable and headmissible

1. Isthe evidence based on a testable theory or tecttique
2. Has the theory or technigue been publishedps®d reviewed?

3. For a particular technique, does it have a knewor rateand standards governing
its operational usg

4. Is the underlying sciengenerally accepted within a relevaommunity [Daubert
vs. Merrell, 1993]?

TheseDaubert criteria apply in all U.S. federal cowtglbut only in some state courts. \Wever,
the FBI should strive to meet the Daubert standards for biometric evidence adled
prosecutiong-or this reason, additional scientific development is neledeidmetric
technologies and for supporting testimony from scientific experts.

Theinvestigative applications of biometrics are not subject to Daubert ¢ritenafore,

biometrics can be used in investigatiaegardless of their scientific developrheBetween
investigation and prosecution lies the area of warrants. The required scientific defensibility of
technical methods is not always clegth warrant actiondlt is prudent for th&BI to pursue
Daubert complianceand seek to elevate the usigibof technical evidencom investgations to
warrantsandprosecutoriaheeds.



Fingerprint technology is the most mature biometric modality. Wek Bl 6 s | eader shi p |
fingerprint technology, systems, and standards, fingerprints are widely and successfully used for

criminal justice.The siccess of fingerprint technologyadkearly thestarting point for the State of

the Art Biometrics RoadmajVith that in miml, we summarize the curretnends and issues

below

Trends and Issues

Other biometric technologies such as face, iris, voice, and handwriting recognition are méturing
effectively integrated (fusedddditional biometric technologiedfer promise for improved
performance and an expanded application fassearching and identity resolution

The strong association of fingerprints with criminal justice perhaps initially hampered adaptation
in civil sectorapplications. Nonetheledsmgerprint searchesor civil applicationshave steadily
increased.

With the increase ithesecivil searchefias come preference for faster, less intrusive fingerprint
types Asof 2007 Al d e nt i ftadnsiséng ofightandHeftrapressiorns ofhefour

fingersand one impression sfimultaneous thumbs, are being collected and submitted to the FBI
by the State Department and the Department of Homeland Security.

Mobile identification applicationsave proposed variations to identificatftaisthat use a
smaller platen andhenceonly the first two or three fingers. Other implementations of mobile
identification have introduced single finger capacitance sensors.

Personal Identity Verification (PIV) applications, pymeland Security Presid@dtDirective
(HSPD-12, also use lower information content prints, simgiet flat impressins, or template
creation only.

Extended featurgg.g, pores or incipient ridge#hat are understood and frequently used by latent
examiners are not reliablyteacted andonsideredby automated fingerprint identification

systems (AFIS) when encoding latent prints for searching. Consequently, there is room for
improvement in AFIS search accura€iteNational Institute of Standards and Technology
(NIST) and the=BI are actively working tdefine and encourage broader use of extended
features

The January 2008 Memorandum Decision not to accept fingerprint evidence by the Maryland

Circuit Court in the MDvs. Rose case was evidence of continuingdati from theso-called

Mayfield problem. Th&004Brandon Mayfield case involved the false arrest of Mayfield, an

Oregon lawyerasaresultcdin i ncorrect identification of May
from evidence in the Madrid bombingsh e ¢ @disiort sbosld beé a warning of potential

future problems to recumtil a stronger scientific case can be méu results from largscale

searchewvith partial features (i.esearches with low probability results or likely to return multiple
ficlos® matches) Pavingthe wayforprs ecut or i al a d ngradebiometiicl i t y of
evidencé must be a high priority.
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The greater variation in print quality and formats is also disruptive to current state and federal
identification systemsThe variationsmpose a new requirement to process and manage a more
heterogeneous spectrum of quality and information content.

With the expanded formats and uses, the computational demand for matalsodrisreasing
Standard commodity hardware such as bladessiarms, multicore processors, and graphics
processing units, in conjunction with parallel processing for image processing and pattern
maitching, offer promise for a more ceffective bundation for scalability.

Based on curretitends and issug/e suggst the following notional technology timeline for
SABER.Additional recommendations occur within respective topic areas of this report.

Recommendations
0-2 years

e (Continue) augmentation of fingerprint systems to incloalen printsand the
beginning of audmated searching of major case prints.

e (Continue) development, analysis, and publication of extended fédtarges
used by human examiners but not equally supported in automated fingerprint
identification systems.

e (Continue) collection of latent dasats for development and evaluation of
applications with improved automated latent matching accuracy and
interoperability.

e (Continue) development of standards to support Mobile Identification (e.qg.,
flighto transactions and templataly transactions

e Augment the planningand science and technology support to current modality
specific applications within the labs, special applications, and National
Backstopping Unit(Please&fer to theVoice,Face,Iris, Handwriting, and DNA
sections of this report fodditional information Recommendations for Defensive
Biometrics are contained in a sepamdeumeny)

e Provide quality assessment tools and other quality feedback mechanisms to state
and local submitters and integrators (e.g., an ohliee utility andCriminal
Justice Information Systent{1S generated reports B, federal state and
local AFIS operators and manage@yality feedback should contain examples
and clear remediation steps.

e Conduct offline analysis for the reconciliation of recor@isking or merging
duplicate identities); develop working solutions and feedback mechanisms for
resolving data integrity issues and inconsistent use of standards.

¢ Conduct technology evaluations and consider trial use for the automated
comparison of scarsarks, and tattoos.



e Provide quantitative methods and application performance requirements for
comparisons between biometdata of differing qualitiegthis isa prerequisite
for multi-biometric searching and fusi@eross different sources

¢ Initiate pilot experiments for common collection and searching of additional
biometric features along with or in addition to fingerprints.

e Augment performance evaluations to include computation performance, and
encourage vendors and research programseparalld image processing
techniques to better leverage commodity hardware (e.g., blade serversaraulti
processors, graphics processing units, and field programmable field arrays).

2-5 years
e (Continue) collection pilots angkarching of additionddiometricmodalities
along withor in addition tdfingerprint, for example:
o Forensic quality face images

o High-quality open microphone speaker recordings

e Develop integrated tools for human analysts to support visualization, annotation,
and comparative measuremddhiversal Biometrics Workstation

5-10 years or beyond

e Combinal (cost effective) facial and iris collection, storage, and automatic
comparison.

e Supporting sciences for defending Daubert challenges.

Risks

e Moresearches with low information content images (siggle printor certain
latent search@sgainst darge database of inconsistent image quality amaix
of criminal and norcriminal prints willgenerate a larger number of similar
candidates. This will increase the load on human reviewers andleadltb
increagdoccurrenceo f  fidemtse

e Greater variatiogain print quality and formats impose new requirements to
process and manage a more heterogeneous spectrum of quality and information
content.

e The success in scaling IAFIS was largelyduEt®B | 6 s success with de
and maintainingtandard$or the collection systemsased on the FBI Certified
Product List angdin turn, theunderlying Image Quality specificationshe
submission of dditional fingerprintypes andormats, as well as facand iris
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(non-contact) biometric images, add significant complications in assuring system
accuracy and interoperability for identification through consistent image quality.

¢ An open referencarchitecturdor fusion and multbiometric searchingf
varialde quality datawith interpretable results and known a@cy, does not
exist for large transactional systemsprerequisite for an effective multi
biometric application framework requires both vendpecific and universal
biometric quality metrics fasystem tuning and calibratiohlowever, vendors
often consider their specific biometric quality metrics to be proprietary.

Overarching Research Challenges

e Sustain efforts to address Daubentd Fryecriteria for biometric technologies for
automated techques and to support expert witnesses.

¢ Provide an increased understandinglose matchewhen latent fingerprint are
searched against large databases so that harsaniner techniques, such as
Analysis, Comparison, Evaluation, and Verification (A€Ecantake the expected
level of similarity into account.

e Develop vendoneutral reference tools and techniques to assess the quality of all
biometric datasothatthe FBI can:

o Ensure performance (accuracy) and interoperalmiigrinconsistentiata
o0 Generate useful feedbaok qualityto collectors and submitting agencies

O Support automated capture of biometri c:
sources
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1 Technology Overview

This section descrigelements common to all biometric technologiesaedentshegeneral

format for discussing each modalifiyBi o met r i cs o0 i tvotaings:E&y m t hat r ef
measurable human characteristieyd(2) the associated methods and techniques for automated
recognition based on thoskaracteristicsAs defined by the National Science and Technology
Council (NSTC) gl os s a riglggicali(anatamica and physislogi@al) e me a s |
and behavior characteristic that can be used for automated recogBitibautomation requires

that characteristics be digitally recorded and compared to previously stored records with no

human intervention, sagtimes known asnsupervise@rocessing. The results from automated
comparisons are a similarity or difference score, a decision response, or a small list of candidate
matches. Examples of automated biometric technologies include fingerprint, palnisiace, i

handwriting, and hand vascular matching. Depending on the technology, how it Bnaiee

criticality of the results, most biometrics technologies used for identification require human

examiners to verifyesults and confirm matchdaull automaton overall types of submissions is
currentlynotpossible at least not for systems that require Faghburacy identification with a low

incidence of falsenatches

The forensic sciences and associated techniques are a companion discipline to biometrics.
Forensics that exist éigesidual biometrigsare a critical component for investigative and law
enforcement uses. Wadbktablished examples of forensic identifiers incluetexgribonucleiacid
(DNA) and latent fingerprints. Audio and video recordingsiarabes are important data sources
thatalsomay contain biometric signatures. Forensic identification is not an automated process
either, in particulay the stages for evidence detection and colleetierlargely human processes.

The term A dmet rnioc pmaeddahs ssiendeddiometrict i on wi t hi n
identification In this section, we will arbitrarily define the points of articulation between modes

usually following historical usag€or example, we will consider fingerprinting goalm prirting

as different modegven thougtpalm prins might contain fingerprints and the same sensors

might be used for eactWe will consider face and iris recognition as distinct mpekesn though

facial images might contain iris patterns. We will consid@ble wavelength facial recadgion

and facial thermographas different modes, even though the image body part is the same
However we will consider ris recognition as a single mode, regardless of what wavetcaige

involved.

Figure 1.1, used byernissionof the American National Standards Institute (ANShpws a
schematiof a generic biometric systemfrdamSt andi ng Document 110 of 1t
standards committee on bietrics, ISO/IEC JTC1 SC37
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Figure 1-1. General Biometric System

The figure show$ive subsystems: data capture, data storage, signal processing, comparison, and
decision Not shown, but implied, are transmission links connecting these subsysteatsare

gererally modalityspecifici n di scussing fAistate of the arto
modality into its specific componenfensor and signal processing technologies will differ by

modes Storage requirements and architectures may also diffet|lg@tiern comparison

algorithms, transmission compression technigamed decision methods

In suggesting a path forward for technology development, we can comment on gaps and
performance improvement requirements at the subsytgelsbut we must puhesesubsystem
requirements in the context of an applicatmfully appreciatéhe infrastructure and
social/political/legal context into which each technolagplicationfits. Consequently, we must
also discuss biometrapplicationdrom the integreed system point of vievin this reportwe

will discuss technical issues arising from lasgale automated searches of fingerprint databases

1 (c) ISO/IEC 2006This mateial is reproduced from ISO/IEC97941:2006 with permission ahe American
National Standardmstitute (ANSI) on behalf of thinternational Organization for Standardization (ISK9.
part ofthis material may be copied mproduced in any form, electronic retr@ system or otherwise or
madeavailable on the Internet, a public network, byelae or otherwisavithout the prior written conseoff
the ANSI. Copies of ISO/IEQ97941:2006 may be purchased from the ANSI, 25 West 43rd Siieet
York, NY 10036, stremanager@ansi.org, (212) 64200,<http://webstore.ansi.org
<http://webstore.ansi.org/
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thatmix criminal and nofreriminal recordshat have ld to problems with forensic admissibility
of expert testnony.

1.1 Distinctiveness and Stability

Central to the concept of recognizing people from biological and behavioral characteratics
applicationss the requirement that tineeasurement aharacteristics bepeatablever time for

each individual andistinguishableat any time across a populatiéigure 1.1showsa fAcapt ur ed
bi omet r i c igaomphe gresentatiersotial clharacteristic to a sefmbercaptured

biometric sample will be repeatablehE characteristic, presentatiand senguare stablen

reality, noenvironmentafactors are completely stable over #pplicationstime scalesand

populationsof interest to the FBAllowances must be madeéthin the signal processing,

comparisonand decision subsysterits changes ovdime and capture conditions the

biometric samples from a single individuglhegoalist 0 mi ni mictes8wi wvlairmati or
through the establishment of standards for the presentation and acquisition Aéhsagh it is

not possible to standardizthe characteristics themselves, it will be possible to create mechanisms

for dealing with biometric characteristics that are outside population norms.

We require that expected variations between individti@ds nt r acl ass or fibet ween
variatiori bemaximized Biometric systemsapable of extractingharacteristics with the most

variation across individualgill be the most interesting he decision subsystewill always be at

risk for mistaking betweealass variation for withitlass variationthus leading 6 false matches

(OIG, Mayfieldrepor) or within-class for betweenlass variationghusleading to false nen

mat ¢c hes d@John Rao iClsapméad here is no biometric modality for which wave

good estimators for how much betweasass variation can be expected betwaassible matches

across large databases and how much watlass variation can be expected across long periods

of time and various collection conditiofi$his knowledge gawill impact the forensic

admissibility of all biometric measures, even fingerprints [MCRose, 2008]

1.2 Positive Claim and NegativeClaim Applications

Biometricdata andystens arefundamentallyabout recognition, not identitiometricdata are
combinel with identity information and contextual informatin the purpose of linking them

with recordsandevenfEhe FBI 6s concern i s,ofihBveweseenthi®e cogni z
person before dVithout validation of all identity documents at the tioieollection, biometric
systems do not assert fiabsolute identityo.

Some systems are architected with the expectation that the data subject will make the positive
claim, AThe sys.t& amewvidrle rarcowohginti zcet emeehhor a neg
will not recognize me ®he FBI is interested ibothclaims and therefore architestgstemso

address them batRor example, imccess control systems, each data subject (enrolled user and

impostor) make the positive claj Th e sy st e rame IBSO/IEC doeuments referzo
systems of this typ.é&wadhlistdm baskgroundcleeck@pplecationg sy st
all data subjects (unknown and known) make the ciimh e system wi.ld not r ec
ISO/IEC documentsrefertosystem$ t hi s t ype as .Baheyptamsi ve cl ai m



confer benefits (such as allowing access) if the claim is true, but these are opposita claims
positive claim system confers benefits if the data subject is recognized, while a negative claim
systermconfers benefits (or does not deny benefits) if the data subject is not recogrized

event of a AType | 0 mistake (rej.8Vetanexgecta tr ue
sucherrors (which are not uncommon to biometric systems) taoiisklyg reported by the
inconvenienced subje®®n t he ot her hand, a AType |10 mista

in a securityoreachand will generally not be reported

| SO/ 1 EC JTC1 SC37 Standing D®ocderfeinne £ ,a fifHalr ano |
Aicompar i s odatdibrcairesognition bionfietric sample and a biometric reference that

are from different biometric capture subjectsfalsenoamat ch i s defined as fAc:¢
decision ofthonmatcldfor a recognithn biometric sample and a biometric reference that are

from the same biometric capture subject and odnee biometric characteriséic

In positive claim systems, a Type | error results from a falsemadoh, while Type Il errors
result from a false melh. In negative claim systems, a Type | error results from a false match,
while a Type Il error results from a false Aoatch.

1.3 Spoofing

Thematchinglogidi r ect |l 'y i mpacts all discussi.on of fisfy
Spoofing is the intentimal attempt to produce a Type Il error resulting in a sedungigch For

positive claim systems, a Type Il error results from a false nfadcmegative claim systems, a

Type Il error results from a false namatch A false match requires impersonatwfran enrolled

data subjeciA false noamatch requires alteration or concealmera biometric characteristic
Thebiometrics communityniversally agreethat someone seeking to create a false match
through i mper son at.i®henesnoagreedaamihgeodverdianforii mpost or
someone attempting to produce a falsematch through alteratipobfuscationpr concealment,
althoughthetersfic oncem | @ u ®c ohayeeensuggestebh@eneral, it is much

easier to produce a $&& noAmatch through alteration, obfuscatian,concealment than it is to

produce a false match through impersonaifiie techniques requireih achieveeitherfalse

matchdepend upon the biometric modalitywill be discusseth only general termis following

sectiondy modality The ntentional spoofing or manipulation of biometiicgalidateshefi z e r 0

ef fort i mpo sdanmongused m petfammance evaluatiokghena dedicate@ffort

is appliedowardfooling biometrics systemsheresaulting performance&anbedramatically

different

1.4 Application Scenarios for the FBI

Understanding how biometric systems are used is a critical part of assessing their maturity,
suitability, and utility. There are five highvel application areas where tetric data is collected
and used:

1. Criminal and Forensic Applications:Criminal applications collect biostric traits for
searchingatthetime of arrest toecord the aestevent and determinéa persn has a

1-4



known criminal historyBiometric checks maalso record release eventdberused to
manageegisteredffenders. Forensic aakentfingerprint applications seek to link
biometric signature® known person£riminaland forensiaises are largely
identification applicatios.

2. Applicants: Applicant searching or background checks are done aperson appés
for aposition of trustThe searcdeterminsif the applicant has any criminal history that
might disqualify themapplicantsearchingnay also be used to discover fraud and abuse
in the brm of duplicate requests for entitlements and bené&fiisse aralentification
applicatiors.

3. National Security: National securitgpplications can vary and are beyond the scope of
this documentAn example isvhen norU.S. citizens apply for a vised come tdhe
United Stateshiometric data is collected and searcteedetermine if they are known or
suspected of being unacceptable to ehtetJSfor any securityrelated reasorThis is an
identificationandinvestigativeapplication

4. Civil Identification: Civil identificationrefersto all forms ofgovernment issued
identificationof whichd r i ver 6 s | i c¢c e n s elsCivildentificattbne mo st co
identity information isoptionallysearched tensuresubjectdhave not registered under a
different identityor had similar identification revokedihis is an identification
application.

5. Physical andL ogical AccessControl: Theseapplicationsnvolve the authentication of a
claimed identity in the context ah acces control event. Physical access is typically for
entrance to a government buildingfacility. Logical access is typically authentication
apersonal computedevice, or networkhysical access generallyaserification
application, or also knowasauthenticationSome physical security environments may
involve oneto-few matchingagainst a loolout or exclusion list

Theaboveapplication areas span differersiesenvironmentsand search populations. The
boundaries and intersection between coriminal,and national security applications are critical
policy issuesThe saméoundaries anitersectionsffect which biometic sensors can be used
and how well they will perform. Criminal and forensic applications span the following collection
ernvironments:

Booking Environment: This is acontrolled or seracontrolledindoor environment where

biometric data and contextual information is collected, typically at distance mieersunder

the supervision of the arresting officér adi t i onal Obookingdé calls for
pictures, andecording ofscars, marks and tattoos.

Mobile Identification : This is asemicontrolled omuncontrolledindooror outdoor environment,
typically at distances of-2 meters, attendedse andwith interactiveresponse tinsge Mobile
fingerprint identification systems use 1, 2, 4 or 8 flat pribtssystems foetce and iris
identificationare alsccommerciallyavailable



Surveillance and Investigations This includesoth indoor and wtdoor environments wherever
the investigation leads, attended and unattendednda range of distances per situational
needsForensic audio and video and images may be provided from security cameras,
identification documents, 911 calls, family photasd any other source.

1.5 Forensics

Forensicss a companion topic to biometridgs maynot always be embraced themainstream
biometricscommunity perhaps due to continueertical organization within industryhelack of

full automation andhlive subjecthistoricallymadeforensic sciences different frobiometrics
Nonethelesghe ole of forensics ands critical importance to law enforcement, military, and
counterterrorism is well establishaed operational practic&Ve usdorenscs to meariresidual

biometric signatur@sor evidence that cape usedo link or excludea subject to an event, events

to other events, or identify a previously unknown subject. Audio and visual recordings and images
are important forensic sources tbahtin biometric signatures.

IntheUS.Su pr e me Daubertys.MereelsDow Pharmaceutical®2-102), 509 U.S.
579 (198),0 t h e Co ucriteriafer detegningtif sceéntific evidence was reliable and
henceadmissible

1. Isthe evidence based on a &w¢ theory or technique?
2. Has the theory or technique been publishedpsa®t revieved?

3. For a particular technique, does it have a knewar rateand standards governing
its operational use?

4. s the underlying science generally accepted within a rel@gminunity [Daubert
vs. Merrell,1993]?

The requirements for establishibgutert standards fdiforensic quality biometrics are unique
to the Departmesbf Homeland Security antlisticeand fall heavily orCriminal Justice
Information ServicesqJIS. Frequentlythere is aneedto defend against Daubdrasedand
Fryebasectriticism from defensattorneyavho may use the criteria as a checklist for
guestioning the veracity of evidence.



2 Fingerprint

2.1 Introduction

Fingerprints have been used in the criminal justice domain for over 100 years. For the last 30
years automated technology has been brought to bear on fingerprint searching and matching. The
FBI funded and employed some of the earliest automation thebimesto be called Automated
Fingerprint Identification Systen{aFIS).

In the 1990sthe FBI led the way with the introduction of standards and technology to support
high volumes of transactions and fastenaround The system integrated computerizechgral
history records management with AFIS technology. The system is called the Integrated
Automated Fingerprintientification SystenAFIS).

Changes in service demandse to post 941 federal laws and numerous state laws associated
with increased matatory background checksave started to overwhelm the IAFIS capacity.
Also, the FBI is faced with a demand for terrorist fingerprint checks against Known and
Suspected Terrorists (KST) listequiringresponses in seconds rather than minutessérh
increased demands farore and more rapid searclese led the FBI to develop a program to
refresh and upgrade IAFIShe upgrades are intendedorovide more servigenore accurately
with continued high availabilityusing the same skilled servipmviders even in the face of a
higher workloadThis new program, Next Generation Identificatidi@l) is verywell-timed, and
should enable the FBI to take advantage of new technal&giege technology trentizatwill
enablenew NGlcapabilities are:

New image processing algorithms developed specifically for fingerprints have produced
major improvements in feature extt@n with low-quality imagesThe improved

features combined with advancements in matching algorithms have producettAFIS
print acaracy above 99.percent(excluding any filtering and sequence errors).

Virtualization of serversansimplify redundancy and improves availability in large
systems.

Standard hardwaysuch as blade serveedongwith advancements in parallel algorithms
will provide a costeffective foundation for scalabilitfzommodity image processing
hardware such as Graphics Processing Units (GPUs) andaodtprocessors can
augment general purpose processors withdost vector processing capabilities.

The industy transition to Service Oriented Architecture (SOA) promises improvements
in flexibility as business requirements evolve over time.

Multi-modal Biometrics affords more flexibility in data submitetd the capabilitpf
searchingacross modalitiesnablesiew applications
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Current conditions offer a unique opportunity for the FBI to expand its leadership in the area of
identification,particularlyopportunities that use fingerprints as the primary or initial search
biometric and identity anchor.

2.2 Background Observations

Lookingback at the mid990s and the impact of the 1994 IAFISLB9 funding of three of the

four major AFIS Vendors (through their associated System Integratersgesomeunintended
outcomes. The three funded vendors weretaldevance their technology through R&D funded
inpart,bytheA1 09 contracts. Several years | ater,
Evaluation 2003 (FpVTEJ}hese three companies were identified as the three Tier 1 vendors
based omatchingperformance in nofiorensic scenarios. ThHeurth major vendor, whose

system integrator partner was not awarded a contract, sold substantially more systems during the
period when the three funded companies focused on IABt&y,all four are much closer in
(nonforensic) matchingerformance than in the FpVTE timefrarheaddition another company
has entered thmarket A s t NiGétrade Btlidizsand performance tests start in, 2008
guestiorremains iftherewill be another set of unanticipated cagences across the market

Over the past 20 yeatke Information Technology (IT) market has moved from mainframes
through minicomputers to networked servers and workstations. The AFIS industry has followed
this trend But, as the size of the repositesigrovs, industry might follow the latest IT movement
back to virtual machines running on new technology mainframes and blade farms-fargétra

data applications with high transaction rates. While there is healthy movement toward Mobile ID
devices andlistributed processing, the uHexge repository/high transaction rate central $itat
runvirtual systems for better performance, availability, and flexibility should not be ignored or
assumed to continue ta fhe server/workstation model.

In 1999 the shortcomingsf having two disparate AFIS systenghe US. governmen(i.e.,

IAFIS developed for and used by the FBI and law enforcement commaniy\DENT,

developed for and used by the Department of Homeland Sg¢btedyme a critical liabilitgnd
tragically brought to public attention in the case of Rafael Resétalarez, AKA the "railway
killer. Iin 1999, Rafael Resend&amirez was apprehended by the Border Patrol and released
into Mexicq despite the fact he wavanted for murdémformation discoverable with an IAFIS
searcl Because IAFIS and IDENT were not integrated, Border Patrol did not learn of the
outstanding warrant for his arrest. Following his return to Mexico, he reenterecbilaad)
murdered foumdividuals® Since thenthe two systems have shared more dataveittuthe

advent of NGJthey will share data and searchegeroperating in the public interest.

In 2003 the Department of Defens®(D) Automated Biometric Identation System (DoD
ABIS) sought to extend their AFIS wittollectionsystemghatstore andmatchfingerprint,face

2FBI FY 2008 Authorization and Budget request to Congreage 4157.



and irismodalities. The DoD ABI&nvionmenu s es t he FBIlI 6s Uni versal
(ULW) software on their workstations for all their latent fingefpsearches against their own

system and IAFISThe 2003 DoD ABIS systermodeled after FBI IAFISyasasingle modality

system (fingerprint onlyyith thegoal of expanding to additional modalitifssuccessful, the

DoD Next Generation ABISslatedfor initial operating capabilitiehe summer of 2008, would

bethe first largescale, transactional production environment migrating from a fingegorint

system to one with fingprint, palm,face, and iris modalities. Many companies and federal

agencies éveadopted thé\BIS concepthowever, integration challenges remain a concern

As a result of 9/11 and even earlier border control requirements, AFIS systems are migrating
toward fAreal timed response. WhetherdsgoRse S was
time for tenprint searches at the FBI was measured in months. With the advent of IAFIS
operations in the late 199@e response for criminal searches has been measured imhours
minutes. With NGlthe goal is to provide responses in secdodsightrisk, National Security
encounters to be searched against the KST and a fevhigthgriority files. When a visa

applicant is fingerprinted at a consulate overdbassearch needs to be completed in a few

minutes. MobilelD devices will requie realtime responses for searches against limited

repositories (e.g., wanted persons) often using less than ten fingeRoyEh€anadian Mounted

Police RCMP) has appropriately named their new AFSeal Time ID

In 2005 the US. Army installed an AFISn Iraq for use by the Iraqi National Police. One feature
requested by the Iragis and provided in the system was the ability to match latent footprints. Given
the highvolumes of latent footprints on hard surfaced floors being observed in Afghanistan and
Iraq, in 2008 the FBI askebe Scientific Working Group on Friction Ridge Analysis, Study and
Technology SWGFAST) to recommend a standardized collection methodology for plantar prints.
SWGFAST has provided recommendations to @3dtduding draft sampleard formatsilt is
anticipated thaCJIS will ask thénternational Association for Identificatioi( ) to approve the
drafted card formats and pursue standardization in the ANSI/NIST standards @ooesgly

NGI has no requirements to capture @aptints however when technology refreshment lends
itself to support this within the NGI Program, the kénds tgoursue thicapability

SWGFAST recommends capture of footprints at 1@®€ls per inchipi) with eight searchable
areas per foot. Thereas are the five individual toes, the ball/interdigital area, the arch, and the
heel.

In 2005 thefailure-to-match rates for tenprints of even a few percent became painfully obvious
with the Jeremy Jones case. Jeremy Jones, suspected in the dedthastdivee women in four
states, spent much of 2003 and 2004 in the Carroll County and Douglas County jails in West
Georgia. He was wanted on a fugitive warrant in Ohio for jumping bond on a rapewherge

he was jailed for minor offenses in GeorgsIS failed to make a match on his fingerprints.
Jones was released and suspected of committing at least two more murders, including that of
Patrice Endres, missirggnceApril 2004 and whose body has not been recovered. Jones has
confessed to kidnapmrand killing the womarand dumping her body in a Douglas County
creek. The FBI has a target of afg9centeduction in their already low error réatés help
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prevent errors and simultaneously to provide for increased producthaitg transamns withait
additional labor.

2.3 AFIS Overview

AFIS systems were initially used to identify candidates for skilled examiners to use in their
searching and matching decisions. Over tiAfdS systemancreased in reliabilityif the AFIS

had no tenprinto-tenprint cadidates with a score above some thresthb&h no candidates were
returned and the transaction was treated as-&leah More aggressive system owners, such as
theNew Y ork State Dvision of Criminal JusticeServices took the absence of a clear cantiides
the seed to launch additional nab@sed searches and Jf¥ycensearches with nfiitering such
aspattern, sexpr age.

After years @ monitoring IAFIS the FBI established a second threshold. If a candidate were
returned above that threshalaen the system would consider that kégloring candidate a
match.

AFIS systems are used in several places ibltBegovernment incluidg the FBI,Department of
Homeland SecuritydHS), and the DoD. The states and others have systems for criminal justice
uses and civil applications such as benefits resource management. The following subsections
address classes of use and size and then identify significant trends and events of the past few
years Other subsectiorexplain how the systems work and the atiohary movement from
paperinput to digital transactions.

2.4 Biometric Matching

2.4.1 Modesof Biometric Matching
The use oéll biometric technologscan be classified intiliree basienodes

Verification involves a 1:1 record comparison and isusedtoseaif i ndi vi dual 6s
claimedidentity is consistent with a registered account or previously enrolled record

Typical applications include access to secure aREsonal Identity VerificatiorRV)

use,or voice verification to financial services. Verificatiapplications often involve

integration with card technologies and public key infrastructure (PKI).

Identification involves a 1:N (many) searegainst a databasie type of search used

by state and federal agencies in generating and providing backgnéairmdation on

subjects to submitting agencies. One or more biometric samples are searched against a
database of previously enrolled subjects. If a m@icin some cases multiple possible
matches)is found, the enrolled record is updated with the nesne&and the response is
returned to the inquiring agency. If there is no match, a respomsekoiown records

returned to the contributor and the record is enrolled into the database, if appropriate.

Watchlist involves a 1:few biometric comparison, a@sdised at a checkpoias a
screening mechanism to search for ineligible persons or persons determined to pose a
threat. These applicatiomsay pose privacy concerns and tend to be the most technically
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challengingn terms of throughput, accuracy, amducing and managing the number of
false alarms.

2.4.2 Applications

Fingerprintmatching technologies have a variety of uses in the public and private Beeter.
are five highlevel application areas where biometric data is collected and used:

1. Criminal and Forensic Applications: Applicationsof biometrics for criminal
investigations and forensic work entillecing biometric traits for searchiregthetime
of arrest The primary purpose te record the arrest event and determirzepersn has a
knowncriminal history Biometric checks may also record release everiis ased to
manage registered offenders. Forensiclatetfingerprint applications seek to link
biometric signatures to known persons. Criminal and forensic uses are largely
identificaion applicatios.

2. Applicants: Applicant searching or background checks are done when a person applies
for aposition of trustThe searcdeterminsif the applicant has any criminal history that
might disqualify themapplicant searching may also be usediscover fraud and abuse
in the form of duplicate requests for entitlements and benefits. Thederaifcation
applicatiors.

3. National Security: These applications can vary and are beyond the scope of this
document. An example v8hen noAU.S. citizens apply fora visato come tahe US.
Biometric data is collected and searctedeterminavhetherthey are known or
suspected of being unacceptable to elteerica for any securityelated reason. This is
anidentificationand intelligencepplication

4. Civil Identification : Civil identification refers to all forms of governmessued
identification,most commonly r i v e r § identityiinformatienessptionally
searched tensuresubjectdave not registered under a different iderdithhad simiar
identification revokedThis is an identification application.

5. Physical andL ogical AccessControl: These applications involve the authentication of a
claimed identity in the context of an access control event. Physical access is typically for
entrancdo a government building of facility. Logical access is typically authenticition
apersonal computedevice, or networkhysical access generally is an authentication
application, but may involve orte-few matching in some environments.

The DoD alsasesmobile identificatiortechnology to develop census data for areas where
insurgents are trying to hide among the local populafibeseapplicationsare instances afvil

® The alam rate of watchlist applications can be estimated as a function of the watchlist size, data quality, and
prior probability of the subject population.



identfication coupled withnationalsecurity checks as the people encountatezheck points can
be simultaneously verified as being enrolled in the census, checked agaitwilest and
returnedo the DoD ABIS to check for hits against the Unsolved Latents collected in theater.
Thus the five application types can be run imieas mixtures and should not be thought of as
standalone or stovepipe applications.

2.4.3 System Size

Automated fingerprint matching applications are typically classified as one of the following sizes.
There are no hardndfast rules for the breakpoint betwebg two size classes.

Large-scalewhere there is large number of enrollees aoda high transaction rate of
searches/new enrollments. These systems oftendvava million enrolments in the
repository and/or tens of thousands of transactions ,aaddwre usually distributedith
direct(or reasonably time)yaccess t@ central repositoryor multiple repositories

Smaller-scalewhere there is a smaller number of enrollees and/or a lower transaction
rate of searches/new enrollments. These systam&iave repositories from a handful of
people to a hundred thousand or mamdare often standlone, selcontained, and
communicate with the central repository only occasionally, if at all.

Theremainder of 8ction2 will look at the automated fingerprintatching technology market as
it pertains to largscale identification applications for criminal, applicant, national security, and
civil identification. Such systems have traditionally been called AH® desiredrend is to
movetowardmultimodalbiometric identification systems that work with a combination of
biometricdatasuch adingerprints,palm prins, facial images, and iris images.

2.5 AFIS Technology

AFIS technology started as a seamtomated way to genéeacandidate lists for tenprirto-

tenprint searches to deal with the steady growth in transaction volumes. The original systems
required substantial human involvement. Personnel were requseahtbngerprint cals and

enter basic biographdaata, suclas date of birth and s€khe largest labor element was the

manual generation of extended Henry Class codes at the fingerprint card level for manual filing.
Over the past 30 yeatke need for binning by Henry Class, sex, or age to reduce the sealch dept
has been eliminated layitomated techniquesoday tenprintto-tenprint searches are extremely
accurate and involve human interventomty to verify candidatesshenthe scores toolow to

preclude a candidabrit nothighenoughas to assure a matdhe processing of latent prints
involveshumanannotation and verification and, in generahasas easto processs tenprint
searchingLatents are more challenging due to a reduced print areacamdistent quality.

All large-scale AFISsystems follow a similar process. Images are entered, fingerprints are
segmented from the background, ridges are located and thinned, and features such as bifurcations
of ridges or locations of deltas are located and encoded in a Cartesian coordgratesest

coordinate systems typically have the zero, zero (0,0) point in the upper left corner of the image
with the Y values increasing as they go down the iiirthgdraditional coordinate protocol for



image processing. These points are encoded with efethaninclude (X, y) locations, the angle

of ridge flow @), and vendespecific attributes (e.g., ridge count to nearest neighbor). The

extracted features are loaded into computer hardwaseme t i mes referred to as
system 0
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Figure 2-1. Minutiae Extraction from Finger Image

New fingerprint images are also subjected to feature extragtiemew feature sets are then
compared to the registered daysising vendodeveloped algorithms to determwbetherany

two fingerprint seterematchesMost feature sets are simjlauteachvendorhasslightly

different representatiors differentfeature attributebased on thealgorithms. These differences
do not pose an interoperability issue in tenprint transacionsthey typically employ image
based transactionSeveral standard templates representations are supported by leading AFIS
vendors However, the representation comes at a castdoracy.

In the latent print worldinding the features requires hunrawiewbefore or after the encoder

processes an image. Rather than submitting ilnaged searches to remote AFIS systéms

would be more efficient if the original latent examineuld extract features once and send them

to other AFIS systems, independent of the algorithm and encoding technique used. A phrase often
used to describe this process ovemrchingnt er once,
interoperabilityssue thatite National Institute of Justice is studying &ndwhich ithas

established an AFIS InteroperabillBxperts Panel.

Systems have become more sophisticaiégyoften use two or mommatching stage® perform

a coarse initialiiter andthen comparessultsfurtherin subsequergearctstageswith finer grain
algorithms. In addition to minutiae comparison, matching algorithms can include other image
featuressuch as pattern and ridgeunts and ridgéows, to minimize thesearch spac#ulti-

stage mathing typicallyoccusin parallelon different processors dedicated to work on partitions
of the overall database. Efficient paratitemputatiorthatis neither constricted jata accessor
communications is amportant consideration foiGl.



Civil and criminal fingerprinting processhave moved to electronic livescan tenprint and palm
capture devices using Certified Products fseeection on FBI CPL) with the results being
submitted electronically using appropriate standards.

2.6 Evolution of Electronic AFIS Input Collection

In the past 20 yearthe trend has been to move from inked/paper fingerprint capture to livescan
stations where Avirtual fingerprint cardso
process reduces the keyindoagraphic and demographic text at the AFIS aitel eliminates
cardscanning and rentering biographic data at the central site. These livescan transactions rarely
are printed to card stock, but can be printed for courtieg@nvestigative activitis,and

archival purposes

The input to a search/enroliment for a lasgale AFIS can be from any of the following image
types:
Rolled fingerprints and sequence slaps (virtual fingerprint cards)
IdentificationFlats(ID-Slaps)
Palm impressions
Latentimpressions
Less than 10 fingers (Mob#H® and DoD collection systems)

Not all of these record types are currently accepted by IAFIS. The following table shows how the
image types are used in various applications.

Table 2-1. Application of Image Types

Type Typical Use Used by IAFIS?

10 rolled and sequency Identification applications Yes

slaps

Identification slaps Identification applications for Yes
applicants

Palm impressions Crime scengelatedidentification No

Latents Crime scenegelated identification Yes

Less than 10 prints National Security and mobile Starting in 2008
applications




2.6.1 Rolled Fingerprints and Sequence Slaps

The 10 rolled images and foursequeace ap I mages have been the fAgol
systems andarliermanual systems. Tisequencedap impression is captured when the fingers of

each hand are captured together and the thumbs are captured itigiirdaedition to providing

a second set of finger images, these impressions also reduce the opportunity for sequence errors in

the rolled sétsuch as rolling two or more fingers in the wrong ard@ibis could cause a serious

matcher erroresulting in amissed ident
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Figure 2-2. Rolled and Plain Impressions on Tenprint Card

2.6.2 Identification Slaps

In 2007 the FBI started to support Identification Slaps-fi@ps or also sometimes called ID

flats) to permit states and other subscribers to collect and submit plain impressions rather than a
full set of rolled and sequenstap prints for applicant searches. While Identification flats are

more computationally expensive to search on IAFIS than raietints, they arfaster and

easieffor thesubjectdeing fingerprinted (seconds rather than minutes) and less intrusive than
traditional10rolled and four flat (plain) image capture. Fdnger ID-daps images in an FBI

EBTS transaction each haveagentation box defined by the capture device and provide an
NIST Fingerprint Image Quality (NFIQ) score for each finger. The use-skdps instead of
sequencslaps in tenprint collection on livescarssthe latest evolution in data collection.

* http://www.highered.nysed.govért/images/samplecard.gif
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Figure 2-4. Identification Slaps with SegmentationBoxes and NFIQ Scoes

2.6.3 Palm prints

Palm pring have been captured for yedmsearly1994, an automatqzhlm printmatching

system, calledRecoderm was installed by the Hungarian compd@®ecowaréin the Szolnog

police headquartera suburb of Budapest, Hungaow, all of the largescale AFIS companies

offer this capability. The 1Al worked closely with the FBI to develop a stanmidnd printcard.

At that time many livescans had platens that could not capture an entire palm image from the tip

of the fingers to thearpal crease. The techniqusedio permit these smaller platens to capture a

whole palmwasto capture two images with sufficient overlap to permit an examiner to verify that

the upper and lower palm images are from the same hand. The overlap aredasdigital area.

I n addition, the fw(ea.,thesedgé o thephand thai comes inaohtaco c ol |
with a writing surface Palm printcollected fromas ubj ect ar galnocpintd etdo ik nown
differentiate them from latepialm pints. In criminal cases,am prints are typically collected

with a full rolled tenprint capture. Palm searches are made from kpedwaprintsto latentpalm

printsand vice versa. Knowpalm printsare typically not searched against other knpaim
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prints. The following image has an arrow and an outline box indicating the location of the inter
digital area.

Figure 2-5. Palm print

2.6.4 Latent prints

Latent Prints (from fingers or palm) are scanned andinéadn AFIS latent workstation and
searched on AFIS systems against some or all of the records in the fingerprint and palm print
databasesA latent print examiner will work with the latent workstation software to prepare the
image €.g.orient, cropamotate featurgsAfter the candidate list is returndke examiner will
compare the latent print image with the candidate images to detdranimatchexists As an aid

to investigators gtents can be searched against latents to link crimes.

Figure 2-6. Latent Print with Scale for Calibration
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2.6.5 LessThan Ten Prints

Less than 10 prints is a collection mode usesperational environmengsich ashe DoD, where
the time available or the configurationtbé collection device does not support theZ0ifinger
collection associated with 10 rolled dodr sequencslapimages or even the Identificatifiats.
This modds becomingmore prevalent as Mob#® devices are proliferated across law
enforcement agencie§Vhile this approach is more tiredficient for collectors, it means that
NGI will have to deal with degraded source material and less information per enromeuk.
hoc working groupis addressing the extension of the standards to deal with MBbile
transactions. The Advisory Policy Board (APB), FBI, and NIST recognized the need for this
extension and established thetaa group. Thevo r k i n gfirsgmeetng pasheld in July
2007.

2.6.5.1 Historical Approach for Tenprint and Latents
Historically, tenprint and latent images were processed to extackinds of data:

e minutiae locations and angles;

e primary features, such as pattern type, cmd delta locations;

¢ neichborhood relationships such as int@nutiae ridge counts; and
e quality and confidence levels for various data points.

In the processing of tenprint, palemd other known imaggthe AFIS does all the necessary steps
autonomouslyincluding image quality assessment and sequence checking. The images with
problems are sent to a Quality Review workstation for human intervention. Image processing
includes segmentation of slaps into individual finger images, orientation correction for finger
images captured off axis, contrast adjustments, and thinningiaazationof ridges to support
feature extractionmage sets with irresolvable sequence errors and extremely low image quality
are rejected. The reject rate at the FBI is higher for appficeuts than for criminal printgis
applicants are normally available for being reprinted. With the tapidroundht IAFIS and fast
responses from NGthe likelihood of an arrestee still being available is becoming higher. The
resultant Typ® featuresets €.g.pattern type, minutiae) are typically vengmecific and kept
secret by the vendors.

Latent print images are not enhanced during the AFIS acquisition process. No information or

detall is added to the lift/image containing the latent printtdgjnaphidfilters and computer

based image processing techniggash as contrast adjustmentd removal of high frequency

noise,can be used to make tineagemore apparent and distir{d humans)This may include
vendorprovided software and technigqusuch as measuring the amount of grayscale light in a
captured image, black/white balancing, and image reversal with ridges appearing as valleys. Some

vendors claim to fApr oj ec tthsinfermaionmaysometineb s c ur e d
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resultin the generation afewcandidatenatchesThat additional estimated information is never
added to the original image nor used in making a match-oratch decision. It is an interim
detail used by the algorithms for finding possible mattegsmightotherwise be missed

Digital image manipulation programs provide tools that may appear to visually enhance images of
low quality or overlapping latents, and reduce background image interference. However,
operating procedures require that all processimg &te noted to ensure that spurious information

is not unintentionally lost or added.

2.6.5.2 Extended Fingerprint Feature Set Approach

In 2005 the ANSI/NIST Committee to Define an Extended Fingerprint Feature Set (CODEFFS)
was established to identify, defjraad provide guidance on additional fingerprint features beyond
the traditional ending ridges and bifurcations defined in the ANSI/NIST1I$tandard for Type

9 representation of minutiae. THgature setvould include more complete finger image
informatian for the human examinandimproved automated feature extractiblt.is important

to note that the default Tyg#minutiae set defined in ANSI/NIST ITL has never been tested on
a largescale database and is not used in any productions systems. THRISNSTL-1 liststhe
following alternative Typé structures ifable2-5:

e |AFIS Features

e Cogent Systems Features
¢ Motorola Features

e Sagem Morpho Feates

e NEC Features

e M1-378 Features

¢ |dentix Features

CDEFFS is looking at methods to capture and represent, in an ANSI/NIST Type9 style

record, additional fingerprint features such as dots, short ridges, ridge protrusions, spurs, pores
and incipiemridges. Each feature is in addition to the minutiae currastdgby AFIS coders and

as specified in the ANSI/NIST I'FIL Type9 definitions.They propose changing the Type

Record title froma Type-9 MinutiaeDataRecord tca Type-9 FrictionRidge FeatureData

Record. Inthe figure belowthe two images depict some of the additional information as currently

® http://fingerprint.nist.gov/standard/cdeffs/index.html

® "Standardizing a More Complete Set of Fingerprint FeatuBsiefing at the International Associatidor
Identification conference, 24 July 2007.
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envisioned by the CDEFFS. The addition of ridge path flow, poresatotshort ridges are
examples of Proposed Level 3 details under consiolera

Augmented Level 2 Ridge Path Dots, pores andhsrt ridges
Figure 2-7. Extended Fingerprint Features

In contrast to earlier applications of rolled and flat finger image feature encoderst-t%

systems can already extract more traditional feaftoesthe same image$hiswill increase
latentprint matching accuracy without adding all of the CDEfESned extensions. The graphic
below lists some additional information iteri'endors akadymay beusng some of the

CDEFFS recommended additions in their registered-Byfeature sets. With the expansion of
the standard to include these additional attributes, interoperability at the feature level might be
enhanced.
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Figure 2-8. Fingerprint Image Metadata
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